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FISCAL AND ADMINISTRATIVE CONTROL REVIEW CHECKLIST

The following internal control review checklist has been prepared to aid State agencies in
conducting reviews of their systems of internal fiscal and administrative controls. The checklist
is based, in part, on the "Internal Control Criteria Checklist", "Audit Planning Checklist" and
"Checklists for Observation of Auditee's Management Practices" contained in the State of Illinois
Auditor General Audit Guide for Performing Compliance Audits of Illinois State Agencies. Ideas
have been drawn from this and other sources and modified to fit the needs of the Fiscal Control
and Internal Auditing Act ("FCIAA") internal control review program (30 ILCS 10).

The checklist is also available in Excel format on the Comptroller’s website at
https://illinoiscomptroller.gov/comptroller/assets/file/AUDIT _FCIAA_ Checklist.xIsx. From
there, agencies may download the checklist and customize it according to their specific needs.

The checklist is organized into the following eleven major internal control review categories:

Organization and Management
Administrative Support Services
Budgeting, Accounting, and Reporting
Purchasing, Contracting, and Leasing
Expenditure Control

Personnel and Payroll

Property, Equipment, and Inventories
Revenues and Receivables

Petty Cash and Local Funds

Grant Administration

Information Technology

meYXNINRE WD —

— —

(An optional Risk Assessment Section with template and directions-follows the eleven
internal control review categories.)

Each of the eleven checklist sections is referenced to the appropriate fiscal and administrative
internal control requirements of FCIAA-Section 3001 and incorporates questions that specifically
address the fiscal and administrative internal control objectives discussed in Procedure 02.50.20
of the SAMS guidelines.

State agencies are encouraged to use this checklist as a guide in determining the nature and scope
of internal control review work that must be performed to enable the agency chief executive officer
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to certify to the adequacy of his/her agency's systems of internal fiscal and administrative control,
as required by FCIAA-Section 3003.

As stated earlier in these guidelines, State agency chief executive officers should consult with their
internal auditor(s) when planning the FCIAA internal control review to ensure adequate
consideration of the impact of ongoing work performed by the agency's internal auditor(s) on the
level of effort required to conduct the review.

Every effort should be made to build upon the work performed by agency internal auditors when
conducting the FCIAA internal control review.
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INSTRUCTIONS FOR COMPLETING FISCAL AND
ADMINISTRATIVE CONTROL REVIEW CHECKLIST

This step in the internal control review process is a series of questions that will evaluate the
existence and adequacy of the entity's controls. The questionnaire is divided into two sections:
the Internal Fiscal and Administrative Control Questionnaire and the Information Technology (IT)
Questionnaire. Agencies which maintain their own IT operations should complete the IT
questionnaire.

A "Yes" answer on the questionnaire indicates an appropriate control exists and a "No" answer
indicates a weakness because of a lack of control. Not all weaknesses can be corrected. However,
the decision to perform the corrective action will be made in the next step.

Specific instructions are:

1. Complete the information in the heading of the index page.

2. All questions should be answered "yes", "no" or "not applicable". Indicate "P" in the "No"
column to signify partial compliance.

3. For "no" responses, the comments section should describe any corrective action taken
immediately, any compensating controls that may exist or the corrective action needed to
remedy the weakness.

4. The preparer and reviewer should sign and date the index page in the upper right-hand
corner.

All "no" answers requiring further action should be extracted and summarized during the
certification process.
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1. Organization and Management
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book "
Objective/Control Yes | No* | N/A | Book % ‘%‘:‘fi;::‘:l“;l
DIGERAE Principle

Objective 1: Monitor the conduct of all existing employees and train new employees on data security and expected behavior to
minimize the loss and abuse of information and required ethics training.

1. Nf;w employees tlmel'y receive an initial security lnformatlpn a}nd 20 ILCS 450/25, 5
orientation that explains existing data security . Communication
. Operations | ————— | ILCS 430/5-10, & 5
rules and expected behaviors, harassment and Communicate
Lo . . L ILCS 430/5-10.5
discrimination training, and ethics training. Internally
Control
Environment
2. Annual training is completed by all employees. Operations Demonstrate
Commitment to
Competence
3. Allegations about waste, abuse, theft, or personal . —Cont'rol Activity
. . . Operations Design Control )
misconduct of an employee are investigated. o
Activities
4. A designated supervisor is responsible for o
monitoring compliance with data security rules _ Monitoring
- S . . . Perform 5ILCS 179/37 & 815
and reporting violations. Sanctions are applied Compliance o
. . . Monitoring ILCS 530/
against employees who violate security o
i Activities
regulations.
5. Up-to-date procedures exist to ensure timely Control Activity
filing of economic interest statements from Compliance | Design Control 5 ILCS 420/4A-105
employees in positions which require it. Activities
6. The agency's Ethics Officer reviews economic Monitoring
interest statements from employees in positions . Perform
which require it prior to the employee filing the Operations Monitoring > ILCS 430/20-23
statement with the Secretary of State. Activities
7. The agency's operations are continually Monitoring
. . . e . Perform
monitored to identify vulnerabilities or areas of Operations o
otential loss Mon} toring
P ) Activities
Monitoring

8. All incidents of suspected tampering with “Fvaluate Tssucs
documents or electronic data are promptly Operations 815 ILCS 530/12

: : and Remediate
investigated and reported. Deficiencics

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
&0 Component Additional
Objective/Control Yes | No* | N/A Book I —
N Green Book Reference
Objective . .
Principle
Objective 2: Long-term education or training is relevant to the needs of the organization.
1. Long-term education or training is provided only an t.r(.)l
t . Activities
when short-term courses would be inadequate, Operations | ————
. . . . Design Control
inefficient, or otherwise ineffective. Activiti
ctivities
2. Staff remain employed for an appropriate period Control
following completion of long-term education or Operations Activities
training, if required according to the agency's P Design Control
policy. Activities
3. Long-term education training is relevant to the an t.r(.)l
. . . Activities
skills, knowledge, and assignments of current or Operations -
f . Design Control
uture positions for staff. Activiti
ctivities
4. If applicable, ensure training is in place for the
i Control
remote work force to verify employees have the .
. . . . . Activities
required skill sets including proper procedures for Operations -
. L . . Design Control
handling confidential information, encryption, Activiti
. ctivities
and cybersecurity.
Objective 3: Organizational units are identified to perform necessary functions and to establish appropriate reporting
relationships.
Control
1. A detailed organization chart is maintained Environment
indicating the lines of authority throughout the Operations | Establish Structure,
agency. RCSpOl’lSibﬂity, and
Authority
2. Advisory boards, boards of trustees, etc. that are Control Activity
established in legislation are following the Open Compliance | Design Control SILCS 120/
Meetings Act. Activities
Objective 4: Information is defined, documented, and disseminated to all employees as to how the organization is intended to
perform in various situations.
1. A designated individual (legislative liaison) ?ggﬁiﬁ?ggggg
tracks and communicates changes in legislation Compliance | ——F—~——— SILCS 315/3
. . Use Quality
and administrative rules as they occur. -
Information
2. Planning documents, policy memorandums,
applicable travel regulations, and procedural Information and
manuals are used by management to N
. . , . Communication
communicate, define, and achieve the agency's Operations | ———
I Communicate
goals and objectives. All employees have access Internall
to these materials and are provided them within a y
reasonable time frame.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book M L COTOTE
- reen Book Reference
Objective Princi
rinciple
3. Unit specific policies and procedures are Information and
distributed as part of the employee's onboarding . Communication
. Operations | —————
process (i.e., procurement rules for procurement Communicate
staff, etc.). Internally
4. Rules required by statutes specific to the agency Control Activity
or under the Illinois Administrative Procedures Operations Design Control
Act exist. Activities
' : Control Activity
5. Thef agency's rules reququd by statute are Operations | Tmplement Control
reviewed on a regular basis. Activities

Objective 5: There is appropriate delegation or limitation of authority to provide assurance that responsibilities are effectively

discharged.
Control
1. The responsibility for monitoring programs and Environment
procedures and achieving objectives has been Operations Demonstrate
. Commitment to
assigned and documented. I .
ntegrity and
Ethical Values
2. Management has developed a formal system for Information and
communicating and coordinating efforts between . Communication
. . . Operations | ——————r—
divisions, regional offices, and the various Communicate
programs. Internally
] Control
3. Upper Ir.la.n.agernent has delegatgd appropriate Environment
responsibility for agency operations to lower- . Demonstrate
. Operations X
level management and has delegated the authority Commitment to
also necessary to carry out the assigned duties. Integrity and
Ethical Values

Objective 6: The agency maintains an internal control system to aid management in monitoring program activity, efficiency,

and productivity.

1. If required, management has implemented an
adequate internal audit program with the agency

Control Activity

promptly correcting weaknesses in internal Operations De:gq (.Zc.)ntro
ctivities
controls.

2. Management has implemented a quality control Monitoring
program to assess agency programs and services Operations | Perform Monitoring
and progress toward objectives. Activities

3. Agency management has established measures Control Activity
for productivity and efficiency without the Operations Design Control
sacrifice of effectiveness. Activities

4. Agency management has implemented controls to Monitoring
verify the accuracy of data in management and Operations | Perform Monitoring

Activities

monitoring reports.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
&0 Component Additional
Objective/Control Yes | No* | N/A Book “Green Book Reference
Objective Princiol
ple
5. Managers use monitoring reports to periodically o
review user needs and satisfaction. Evidence of . M
.. . . . o Operations | Perform Monitoring
administrative action exists from monitoring Activities
information.
Control
6. Upper management demonstrates an awareness of Environment
agency programs and the statutes, rules, and Operations Demonstrate
guidelines governing their programs and P Commitment to
participates in key decision making. Integrity and
Ethical Values
7. Reports are submitted to upper management to o
review on a regular basis which summarize Reportin mel%
activities, programs, transactions, and financial P & e oIrArrcltiVicglelsormg
status.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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2. ADMINISTRATIVE SUPPORT SERVICES
FCIAA Reference: 30 ILCS 10/Article 3
Green Book
Eicn Component Additional
Objective/Control Yes | No* | N/A Book | —~omubonent
- Green Book Reference
Objective N
Principle
Objective 1: Safeguards exist to restrict access to facilities, offices, and storage areas to appropriate individuals.
1. Access control of facilities, offices, and storage Control
areas are designated only to necessary persons Operations Activities
and are strictly enforced, monitored, and p Design Control
documented. Activities
2. Upon termination of an employee, keys, badges, Control
IT equipment, and other electronics are retrieved, Operations Activities
and access codes are disabled (or, at a minimum, P Design Control
changed). Activities
Control
3. Security or reception area personnel are notified . Activities
L Operations | —~——~———
of employee terminations. Design Control
Activities
Control
4. Only designated individuals have access to alarm . Activities
Operations | —~———~————
system codes. Design Control
Activities
5. Policies are in place to ensure offices, storage Co'nt.r(.)l
areas, and facility entrances are locked during Operations ___Activities
. . Implement Control
non-business/non-public access hours. Activiti
ctivities
6. An access list is maintained, and workers are an t.r(.)l
. . . . Activities
monitored and supervised when conditions Operations |~ ——~———
. . I Design Control
necessitate after-hours entry into facilities. o
Activities
7. All employees and visitors display badges or Accct)il\l/tirt(i)elzs
passes while accessing non-public areas of the Operations | ———————
, L . Design Control
agency's facilities, where appropriate. Activities
g 1 I ired t Control
- [ seeure areas, non-employees are required to . Activities 44 Tll. Admin. Code
show identification, sign in/out on a log, and are Operations -
. o Design Control 5010.210
escorted to and from their destination. o
Activities
Control
9. An up-to-date procedure exists for inspecting or Activities
spot-checking packages carried by visitors or Operations | Implement Control
employees when entering/exiting facilities. Activities

Objective 2: Administrative support services are effective, necessary, and in compliance with applicable laws.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book __Component Additional
ot Green Book Reference
Objective . .
Principle
) o Control
1. Contractual services meet the organization's Activities
needs and are secured only when internal Operations Design Control
resources are deemed insufficient. Activities
2. Contractual services are not used to bypass or Control
undermine personnel ceilings, pay limitations, or Operations Activities
competitive employment procedures. Exceptions p Design Control
are explained and documented. Activities
Control
3. Security service contractors maintain required Compliance Activities 225 ILCS 447/25-10 &
licensure, insurance, training, and certifications. P Design Control 225 ILCS 447/25-20
Activities
Control
4. Up-to-date procedures exist for reporting an Operations Activities
emergency response of security personnel. Implement
Control Activities
, L Information and
5. The agency's publications are relevant, necessary, C N
g e . ommunication
cost-effective, and appropriate in format and Operations | ————
Use Quality
scope. .
Information

and information.

Objective 3: Physical and procedural controls are established to minimize the opportunity for theft or abuse of funds, property,

1. A loss prevention program is in place and is

Control Activity

critical documents.

. . Operations Implement
routinely monitored and updated. Control Activities
2. Incoming documents necessary for agenc .
ne . Y geney Control Activity
operations are either date-stamped or an . 7
. . . . Operations Implement
electronic record of the receipt date is retained L
. Control Activities
with the document.
3. Secure containers are used for all confidential and . Control Activity
Operations Implement

Control Activities

4. A documented record retention policy has been
developed. When required this record retention
policy complies with the State Records Act.

Compliance

Control Activity

Implement
Control Activities

SILCS 160

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book S OIIpIETY CU U]
- Green Book Reference
Objective . .
Principle
Objective 4: Space is necessary, acquired economically, and is in compliance with applicable laws.
1. Use of space is adequately justified, and leases Control Activity
conform with both the State and agency's goals Operations "Design Control |
and priorities. Activities
2. Requesting unit conforms with space allowance Control Activity .
standards and legal requirements (e.g., facilities Compliance | Design Control 44 11125(/?(;1(?13126(:0(16
for the handicapped). Activities )
3. Space is leased on the most favorable basis to the Control Activity
’ State Compliance | Design Control 30 ILCS 500/40-5

Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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3. BUDGETING, ACCOUNTING, AND REPORTING
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book >
Objective/Control Yes | No* | N/A | Book % ‘%‘:‘fi;::‘:l“;l
IR Principles

Objective 1: Authorized budgets, and any changes
appropriations, are properly entered into the agency's systems, and can be compared to actual revenues and expenditures.

made to them, reflect

anticipated revenues, expenditures, and

1. Various line personnel assist with completion of

Information &

the budgeting process. Division budgets are Operations Communication
prepared and submitted to an employee Communicate
responsible for preparing the agency-wide budget. Internally
. The effects of any budgetary increases and
t, th .
decreas'es made by upper management, ' e Information &
agency's governing board, the Governor's Office L
. Communication
of Management and Budget, the General Operations | ——————
. Use Quality
Assembly, or the Governor during the budget .
. Information
and/or appropriations process are promptly
communicated to divisions.
Information &
. When additional funding is needed, supplemental Operations Communication
appropriations are requested in a timely manner. P Communicate
Externally
. A system is in place to compare actual revenues Control
and expenditures to projected, budgeted, and prior Activities
year revenues and expenditures. Explanations of Operations Design Activities
significant variations are submitted to upper for the Information
management. System
. Up-to-date procedures exist which ensure c |
appropriations or grant funds for a specific A ontro
purpose/program are utilized for the intended Operations —_Actvities
. Implement Control
purpose and are not used toward expenditures of Activiti
.. o ctivities
other entities or divisions.
. Anticipated cash shortages, fund deficits, or lack lnformat'l on .&
. . . . Communication
of appropriations are immediately reported to Operations ~ Use Quality ty
upper management. Information
. Transfers between appropriated line items are . __Monitoring
. 4 and approved by upper management Operations | Perform Monitoring
reviewe PP Yy upp g : Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
T Component Additional
Objective/Control Yes | No* | N/A Book e
Objective Gre‘en ]‘300k Reference
Principle
Objective 2: All accounting records, publications, systems, transactions, and related policies and procedures are designed and
maintained to provide consistent, reliable, and timely accounting and reporting.
1. Written accounting, policy, and procedure
manuals exist, including both SAMS Information &
requirements where needed and instructions on . Communication
. . . Operations | —————
recording agency-specific accounting Communicate
transactions, and are regularly updated and Internally
distributed to the appropriate personnel.
2. Internal reporting highlights major problems, Information &
exceptions, and trends and meets the needs of Renortin Communication
both upper management and the requirements of cporting Use Quality
each level of supervision. Information
3. Internal reports to the governing body are Information &
adequate to bring to light abnormal financial Reportin Communication
results and other discrepancies and are submitted p & Communicate
on a timely basis. Externally
4. Up-to-date procedures exist to ensure reported
information is reasonably precise, complete and Control
correct, clear and representative, prepared on a . Activities
consistent basis, and reviewed and approved on a Reporting Design Activities
. . . for the Information
timely basis at appropriate levels of management System
before public release.
5. Up-to-date procedures exist to ensure that all data Control
submitted to the Comptroller during the Activities
preparation of the Statewide GAAP financial Reporting Design Activities
statements is complete, accurate, and properly for the Information
submitted on a timely basis. System
6. Up-to-date reporting procedures are adequate to Control
provide reasonable assurance that reports issued Reporti w
to the public include all data which is legally ceporting Design Activities
. . for the Information
required to be disclosed. System
7. Periodic reviews of the agency's SAMS reports Monitoring
are performed to determine if the reports are used Overati Perform
correctly, needed by the agency, and/or if other perations Monitoring
available reports should be requested. Activities
Information &
8. A chart of accounts exists, which is supplemented Operati Communication
by definitions of items included in the accounts. perations Communicate
Internally
Control
9. The books of account include a general ledger. Operations —Degzgvétcl)istrol
Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component Additional
Objective/Control Yes | No* | N/A Book R
e Green Book Reference
Objective Princi
rinciple
. . Information &
10. Records exist to provide the current cash Communication
balance of each fund controlled by the agency Operations ~Use Quality
at any point in time. Informa tioz
11. Accounting books and records at all locations Control
are under the supervision and control of a . M
.. . Operations Design Activities
principal accounting officer and are adequately for the Information
secured. System
12. Up-to-date procedures are adequate to ensure
the agency's books, accounting reports, and Controls
postings to the general and subsidiary ledgers . —Actlvmes _
, . Operations Design Activities
cover all of the agency's assets and transactions, f .
. or the Information
are well organized, and are supported by System
appropriate records and other documentation.
13. The accounting system is posted on a current Co.nt.rc.)l
basis, designed to protect confidential data, . Activities
.. . . Operations Design Activities
eliminate duplicate transactions, balanced, and .
. . for the Information
reconciled on a monthly basis. System
14. All journal entries are clearly referenced to Control
indicate their source, standardized for content Activities
and identification, supported by readily Operations Design Activities
identifiable data, reviewed, and approved by a for the Information
responsible official. System
15. Transactions between funds are posted to all ACc(t)iI:/tirt(i)el:s
affected funds in the same accounting period in Operations | —~———~———
. Design Control
a timely manner. Activities
16. The balance in each fund is reconciled each Acc(t)ir\l/tirt(i);s
month to the Comptroller’s fund balance by an Operations | —————————
. Design Control
independent person. Activities
17. The agency timely receives and utilizes
important publications and their revisions,
including, but not limited to, (a) the SAMS
Manual, Accounting Bulletins, and
appropriation reports issued by the Comptroller;
(b) the Property Manual and Procurement Information &
Bulletins issued by the applicable Chief Operations Communication
Procurement Officer; (c) the personnel rules, P Communicate
Group Insurance memos, Payroll Bulletins, Internally

vehicle rules, and Vehicle Operator's
Instructions issued by CMS; and, (d) the
information security policies,
telecommunications policy, and guidelines
issued by DolT.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book »
Objective/Control Yes | No* | N/A Book % 1;:;1;::(:21
Objective Principle

Objective 3: Personnel are competent, supervised, and assigned duties such that no one individual can control all or related key
aspects of a transaction.

Control
1. Staffing levels and competence of personnel are Environment
adequate to meet accounting and reporting Compliance | Establish Structure, SAMS 02.50.10
requirements, including GAAP requirements. Responsibility, and
Authority
) ) ) Control
2. Assignments of accounting and reporting Environment
responsibilities and related lines of authority are Compliance | Establish Structure, SAMS 02.50.10
clearly defined and appropriate. Responsibility, and
Authority
3. The authority to approve expenditures, contracts,
grants, etc. for the agency's chief executive Cpntrol
officer, chief fiscal officer, and chief legal Compliance M SAMS 02.50.10 & 30
counsel, for contracts and contract extensions P Establish Structure, ILCS 105/9.02

R« ibili d
over $250,000, have been delegated only to a few eSerlllstlhgég’ an

key management personnel.

Control
4. Signature authority is promptly revoked when the Compliance Actlwtles SAMS 02.50 10
employee leaves the agency. Design Control
Activities
S L . Control
5. The responsibility for reviewing and approving Activities

journal entries and financial reports is segregated Compliance Desien Control SAMS 02.50.10
from the responsibility for preparing them. &

Activities
Control
6. lefqrqnt employees maintain the general and Compliance Actlwtles SAMS 02.50 10
subsidiary ledgers. Design Control
Activities
7. Different employees are responsible for Acc(t)ir\l/tirt(i);s
maintaining the custody of assets and the general Compliance |~~~ SAMS 02.50.10
ledger De51gq antrol
) Activities
Control
8. Access to accounting recor@s is 11m'1teq at all Compliance Actlwtles SAMS 02.50.10
times to persons whose duties require it. Design Control
Activities
9. There is continuing supervision and review to Monitoring
determine that prescribed policies are being . Perform
. . . Compliance . SAMS 02.50.10
carried out and corrective actions are taken Monitoring
promptly. Activities
10. Accounting personnel at all locations are under an t'rc')l
2. L. . Activities
the supervision and control of a principal Operations -
. Design Control
accounting officer. L
Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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4. PURCHASING, CONTRACTING, AND LEASING
FCIAA Reference: 30 ILCS 10/Article 3
Green Book
Eicn Component Additional
Objective/Control Yes | No* | N/A Book | —~—muponent
- Green Book Reference
Objective .
Principle
Objective 1: Procurement policies and procedures agree with SAMS and the Illinois Procurement Code.
1. The agency's procurement procedures and ACo'nt.rc.)l
purchasing rules are documented, up-to-date, and Operations ctivities
: .. e Implement Control
include a definition of responsibilities. Activiti
ctivities
2. The agency's purchases are coordinated to avoid ACop t.rc.)l
. . . . ctivities
duplicate purchases and attain maximum Operations | ———=——
advantage through quantity discounts Design Control
) Activities
Control
3. Purchasing division staff levels and capabilities . —LEnvironment
Operations Demonstrate
are adequate. :
Commitment to
Competence
4. The agency verifies the public is adequately ?g&?ﬁg&iﬁgﬁ
notified of bid openings and has access to Compliance | ——————— | 30 ILCS 500/15-25
: Communicate
documents needed to file bids.
Externally
Control
5. The bid opening process is properly executed Activities
with the appropriate number of witnesses and Compliance | Design Activities 30 ILCS 500/20-10
documented. for the Information
System
Control
6. Purchase orders and contracts are numbered and Overations Activities
issued sequentially to control their use. p Design Control
Activities
7. All printing published through or by the State of
Illinois includes wording required in the Illinois Control
Procurement Code ("Printed by authority of the . Activities
State of Illinois," the date of each publication, the Compliance Implement Control 30ILES 500/20-105
number of copies printed, and the printing order Activities
number).
8. Contracts, grants, purchase orders and leases are
approved by all parties involved, including
receiving, where necessary, the State Control
Procurement Officer's authorization for contract . Activities
execution, prior to the effective date of the Compliance Implement Control 30ILES 500120-80
contract or grant and/or services being performed Activities
or title for goods passes from the seller to the
agency.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component Additional
Objective/Control Yes | No* | N/A Book —_omponent
ot Green Book Reference
Objective . .
Principle
" Control
7 Contracts used by the agency contai al required Compliance | —Activities _ | 30 ILCS 500/20-80(c)
Implement Control & SAMS 15.20.20
clauses. -
Activities
10. There is a system in effect to monitor the progress . —LMomtorm -
Operations | Perform Monitoring
of large or lengthy contracts. Activities
11. Where applicable, contracts with employees or
their relatives meet the conflict-of-interest Control
requirements of the Illinois Procurement Code. If Compliance Activities 30 ILCS 500/50-13 &
a conflict of interest appears to exist, the contract P Implement Control | 30 ILCS 500/50-35(d)
shall be sent to the Procurement Policy Board for Activities
further review.
12. The Agency Contract Report (SC14) and
Obligations Activity Report (SCIS) received from . Monitori.ng‘ SAMS 15.30.10,
the Comptroller are timely reconciled to the Operations | Perform Monitoring
\ . A 15.30.20, & 15.30.30
agency's records on a monthly basis by an Activities

independent person.

Objective 2: A proper segregation of duties exists to provide appropriate checks and balances.

L . o Control
1. Requisitions are approved by accounting division .
. . X . Activities
for fund availability prior to the issuance of a Operations | =~ ——~— ——
urchase order Design Control
P Activities
2. The requisitioning of goods and/or contract Conirol
negotiating is a separate function from the R
. . X . Activities
receiving, custody, and inspecting of goods. Operations -
. . - Design Control
None of these functions are involved in s
. . Activities
accounting for the related expenditures.
. . . Control
3. Invoice processing and approval is segregated L
. . Activities
from accounts payable and disbursement Operations |—~— ——~———
. Design Control
functions. o
Activities

Objective 3: Proper authorizations must be obtained prior to the purchase of goods or services.

restricted under a grant agreement and purchases Compliance
are not made until it has been determined that the
expenditures are allowable.

1. Purchases of goods and services are initiated with Control
properly completed requisitions, which are . Activities
. Operations | ——————>—
approved by management authorized for the Implement Control
appropriate level of purchase. Activities
2. Procurement procedures are appropriately C I
modified when funds to be disbursed are ontro
Activities

Implement Control

Activities

30 ILCS 500/1-12

*Indicate "P" in "No" Column to Signify Partial Compliance.



STATE OF ILLINOIS

OFFICE OF COMPTROLLER
SECTION INTERNAL CONTROLS PROCEDURE - PAGE NO.
21 of 133
SUB-SECTION SECTION 2 SUPPLEMENT EFFECTIVE DATE
September 21, 2022
PROCEDURE INTERNAL CONTROL REVIEW CHECKLIST REVISION NUMBER
23-001
Green Green Book
Objective/Control Yes | No* | N/A Book _ Component Additional
ot Green Book Reference
Objective . .
Principle
3. Changes to contracts or purchase orders are Control
subject to the same controls and approvals as the o . Activities
g . [P perations | —————
original agreement and the accounting division is Implement Control
notified of any changes. Activities
4. Contracting and leasing procedures have been an t.rc.>l
developed, documented, are up-to-date, and Operations __Activities
. .. e Implement Control
include a definition of responsibilities. Activities
Control
5. All contracts are approved by upper management. Operations Activities
Design Control
Activities
6. Approval of requisitions that would increase
. . .. Control
supplies or services above the level originally Activities
anticipated must be supported by adequate written Operations | —~—————
N . . . Design Control
justification and notice published to the Activities
Procurement Bulletin when applicable.

Objective 4: Competitive procurements are used when practical to ensure that awards are made to low bidders that meet the

specifications.
1. Ensure that up-to-date procedures from the Chief Control
Procurement Officer for competitive Compliance Activities 30 ILCS 500/20-10
procurements are followed for procurements Implement Control
requiring bids. Activities
2. Competitive bids are required to be obtained on ACo.nt'r(')l
certain contracts and leases as required by the Compliance __Actvities | 30 11.CS 500/35-30
.. Implement Control
Illinois Procurement Code. Activiti
ctivities
3. At least three price quotations, if feasible, are Control
obtained and documented prior to placing orders . Activities
. . Operations | ————————
which are not part of master contracts or subject Implement Control
to competitive bidding requirements. Activities

Procurement Code, unless exempted under a Gubernatorial Disaster Proclamation.

Objective 5: Emergency procurements are made in accordance with standards and conditions indicated in the Illinois

Procurement Officer.

Implement Control

Activities

1. Emergency procurements are made in accordance Control
with the Illinois Procurement Code and . Activities
emergency purchase statements are filed with the Compliance Implement Control 30ILCS 500/20-30
Office of the Auditor General in a timely manner. Activities
2. Emergency purchase contract did not exceed 90 ACo.nt'r(')l
days unless a hearing was conducted by the Chief Compliance cuvities 30 ILCS 500/20-30

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book >
Objective/Control Yes | No* | N/A Book M CU U]
Obiective reen Book Reference
] Principle
3. Emergency procurements must meet one of the Co.nt'rc')l
qualifying four conditions noted in the Illinois Compliance % 30 ILCS 500/20-30
Procurement Code. fmp eArgfigtitizmm

Objective 6: Sole source purchases conform to rules set forth in the Illinois Procurement Code and receive proper approval.

L . Control
1. For sole source purchases, justifications are Activities
reviewed, and requisitions approved by upper Compliance m 30 ILCS 500/20-25
management. .
Activities
2. Notice of Intent/Notice of Hearing to enter into a .
. Information and
sole source contract was reviewed by Communication
Procurement Policy Board and published in the Compliance | —~—————— | 30 ILCS 500/20-25
. . . Communicate
online Bulletin at least 14 days prior to date of
. . . Externally
required public hearing.
3. Sole Source Justification Form Part 2 must be Information and
approved by Chief Procurement Officer prior to Compliance | Communication 30 ILCS 500/20-25
contract execution. Communicate
Externally

Objective 7: Leases of real property or equipment follow procedures outlined in the Illinois Procurement Code and are made in

consultation with CMS whenever applicable.

1. All leases of real property by State agencies other Control
than institutions of hlgher educatlgn or agencies Compliance Activities 30 ILCS 500/40-5
not under Governor will be made in consultation Implement Control
with CMS prior to engaging in a procurement. Activities
2. Up-to-date procedures exist to ensure that ACo.nt'r(')l
equipment leasing does not exceed the cost of Operations ctivities
. .. .. . Implement Control
purchasing and maintaining similar equipment. Activitios
i Control
> Svilﬁtiiztzzlrlspltiislfsre();(s:evi(illlllijjl? ’Ofrg;g;ii(zs Compliance __Activities SAMS 15.10.40
. ) Y Implement Control | 30 ILCS 500/20-80(b)
to the contracts) in a timely manner. Activiti
ctivities
. L . Control
4. The agency permits entering into mu}tl-year ' Activitics 30 ILCS 500/20-60 &
contracts and leases in accordance with the Compliance
s Implement Control 30 ILCS 500/40-25
Illinois Procurement Code. Activities

Objective 8: The agency is familiar with the availability and use of Joint Purchasing Contracts.

1. Procedures exist to ensure that existing Statewide
or multi-state/multi-institution joint purchasing
contracts are used whenever possible and are up
to date.

Operations

Control
Activities

Implement Control

Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.




STATE OF ILLINOIS

OFFICE OF COMPTROLLER
SECTION INTERNAL CONTROLS PROCEDURE - PAGE NO.
23 of 133
SUB-SECTION SECTION 2 SUPPLEMENT EFFECTIVE DATE
September 21, 2022
PROCEDURE INTERNAL CONTROL REVIEW CHECKLIST REVISION NUMBER
23-001
Green Green Book >
Objective/Control Yes | No* | N/A Book % %2?;:::1111
Dy Principle

Chief Procurement Officer's rules.

Objective 9: Small purchases conform with the threshold and procedures set forth in the Illinois Procurement Code and the

of litigation, enforcement actions, or
investigations.

Implement Control

Activities

Control
1. The "stringing of purchases" or splitting of orders . Activities
to avoid higher levels of approval is prohibited. Compliance Implement Control 30ILES 50012020
Activities
2. The agency has consulted with the appropriate Control
Chief Procurement Officer to determine the Compliance Activities
correct small purchase threshold prior to making P Implement Control
a purchase. Activities
3. The agency ensures that the procurement is below Co.nt'r(')l
the small purchase threshold prior to making the Compliance —Activities
Implement Control
purchase. Activities
Objective 10: The agency adheres to requirements for exempt procurements.
1. Contracts for anticipated litigation, enforcement
actions, or investigations had approval of chief Co.nt'r(')l
legal counsel (of the Governor, if the agency is Compliance Activities 30 ILCS 500/1-10
. BN . Implement Control
subject to the Governor's jurisdiction) prior to Activities
procuring services.
2. Publishing requirements are followed for all
exempt purchases except for inter-governmental Co'nt.rc?l
agreements, grants, and contracts in anticipation Compliance Activities 30 ILCS 500/1-10

Objective 11: Steps are taken to confirm the quality and quantity of goods ordered were received.

that they meet quality standards and fulfill the
requirements of the purchase order.

1. Adequate records are maintained of open Control
purchase orders which are reviewed periodically. 0 . Activities
Those not filled in a reasonable time are reviewed perations Design Control
to determine if further action is required. Activities

2. Upon delivery of all purchased goods, written ACc(t)ir\l/tirt(i);s
receiving reports are prepared and forwarded Operations -
appropriately. Des1gq antrol

Activities

3. Steps are taken to ensure that all goods received Control

are accurately counted and examined to ensure . Activities
Operations

Design Control

Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book >
Objective/Control Yes | No* | N/A Book % ARd;htlonal
Objective reen Boo eference
Principle
4. There are up-to-date procedures in effect which Control
require each employee who is responsible for . Activiti
receiving goods or services to sign the related Operations Impler(;’ltl:r\:tl éisntrol
invoice voucher as the receiving officer. Activities
5. Delivery instructions consistently require Control
deliveries be made to designated facilities within 0 i Activities
normal working hours, with any exceptions perations Implement Control
requiring a valid business reason. Activities

Objective 12: Processes are followed prior to disbu

rsement to ensure proper billing and receipt of deliverables.

1. Up-to-date procedures provide for filing of claims ACo'nt.rc?l
against carriers or vendors for shortages, Operations ___Activities
Implement Control
damaged goods, or other unacceptable orders. Activitios
2. Up-to-date procedures are in effect to determine ACo'nt.rc?l
contractual obligations were fulfilled prior to Operations ___Activities
. Implement Control
making the final payment to a contractor. Activities
3. Up-to-date procedures exist to review billings ACo'nt.rc?l
from contractors for contract compliance prior to Operations —_Activities
. Implement Control
making payments. Activities
4. Unmatched receiving records are regularly an t.rc.>l
. > . Activities
reviewed to find out if and why they are Operations | —~———~———
outstanding Design Control
) Activities
5. When services are acquired on a time and
materials basis or a per incident basis (e.g., trash Conirol
pickup), an employee (other than the Activities
requisitioner) maintains records of hours spent by Operations

contractor employees providing services or of the
incidence of services, and those records are
compared to contractor invoices.

Design Control

Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.



STATE OF ILLINOIS
OFFICE OF COMPTROLLER

SECTION

SUB-SECTION

PROCEDURE

INTERNAL CONTROLS

SECTION 2 SUPPLEMENT

INTERNAL CONTROL REVIEW CHECKLIST

PROCEDURE - PAGE NO.
25 of 133

EFFECTIVE DATE
September 21, 2022

REVISION NUMBER
23-001

Comments

Please list the item number and any relevant comments related to responses.




STATE OF ILLINOIS

OFFICE OF COMPTROLLER
SECTION INTERNAL CONTROLS PROCEDURE - PAGE NO.
26 of 133
SUB-SECTION SECTION 2 SUPPLEMENT EFFECTIVE DATE
September 21, 2022
PROCEDURE INTERNAL CONTROL REVIEW CHECKLIST REVISION NUMBER
23-001
S. EXPENDITURE CONTROL
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book >
Objective/Control Yes | No* | NA |  Book M LUl
Ohjective reen !300k References
Principle
Objective 1: Expenditures are valid and properly approved.
Control
1. Appropriate up-to-date procedures exist to create Operati Activities
payment obligations and expenditures. perations Design Control
Activities
2. An expenditure process is in place that requires AC(t)'n t.rtc?l
that expenditures are properly reviewed prior to Operations Desi;iv%
approval. Activities
3. Up-to-date procedures exist to ensure that Control
appropriation balance, fund balance, and Operati Activities
obligation balances are sufficient prior to the perations Design Control
approval of any purchase orders or any vouchers. Activities

Objective 2: Expenditures are recorded
promptly and accurately in the appropriate
accounts.

1. The agency has up-to-date written procedures for

. . Control
the processing and proper recording of L
S . . . . Activities
obligations and expenditures, including vouchers Operations | —~—— ———~———
; . Design Control
during the Lapse Period, and to ensure vendor R
. . Activities
invoices are paid promptly.
2. A voucher register/listing is maintained, utilizing ACo.nt'r(')l
a new series of numbers beginning each year to Operations —Activities
. Implement Control
ensure there are no duplicate voucher numbers. Activiti
ctivities
Control
3. Processes over the tracking, recording, and . Activities
e . Operations |~ ——~————
payment of outstanding invoices exist. Design Control
Activities
. . Control
4. The expenditure recording system allows for L
) . L . Activities
swift access of vouchers and rapid determination Operations -
. Design Control
of available balances. L
Activities
5. The return of goods process includes an up-to- Control
date procedure to notify purchasing and fiscal . Activities
. . . Operations |~~~
units upon return or rejection of a received Design Control
purchase. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book SRCOmpoTIcn i LUl
ot Green Book References
Objective . .
Principle
6. The expenditure process includes an up-to-date an t'rc'>l
. . . Activities
procedure for reversing expenditures that have Operations |~~~ ——
: Design Control
been properly refunded or voided. L
Activities
Control
7. Vouchers are processed timely and posted against . Activities
the related obligation. Operations Implement Control
Activities
8. The purchasing process includes an up-to-date ACc(t)ir\l/tirt?fl:s
procedure to ensure that sales and use taxes are Compliance - 35 ILCS 120/2-5 (11)
. Design Control
not paid on any purchase. Activities
Information and
9. The agency maintains appropriate and sufficient Compliance Communication 30 ILCS 540 &
records of interest amounts due. P Use Quality SAMS 17.20.45
Information

Objective 3: The agency has generally complied with applicable laws and regulations for expenditures.

1.

The agency submits the Debt Transparency

Information and

Report timely and in the format prescribed by the Compliance | Communication 30 ILCS 105/9.08
Comptroller. Communicate
Externally
2. The telecommunications policy includes an .
explanation of all inappropriate tele- Informat{on ?“d
o . . . Communication 44 11I. Adm. Code
communications behavior and the punitive Compliance | —(~—————
. . Communicate 5030
actions related to violating the
S . Internally
telecommunications policy.
3. Expense reports and supporting records are Monitoring
reviewed and approved for compliance with law. . Perform
The reviews are documented and kept on file with Compliance Monitoring SAMS 02.50.10
the agency. Activities
Objective 4: The agency is maintaining effective accounting control over expenditures.
1. The obligation process properly deobligates A(?:(t)ilzltirt(i)fl:s
funds that are no longer needed so that the funds Operations | ———————
. Design Control
can be made available for other purposes. o
Activities
2. The expenditure process is designed to prevent Control
duplicate payments to vendors. Records of Operations Activities
recurring payments are maintained to detect p Design Control
skipped payments. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
N 2 Component Additional
Objective/Control Yes | No N/A Book B
- Green Book References
Objective ..
Principle
3. The employee termination process includes the an t'rc')l
. . . . . Activities
immediate revocation of issued Operations |—~———~———
credit/payment/travel cards, if applicable Design Control
’ ) Activities
o ) . Control
4. All invoices are received at a centralized Operations Environment
location. Implement Control
Activities
i ; Control
5. Appropriate up-to-date procedures exist to .
. . Activities
process advance payments in accordance with . —_— 30 ILCS 105/9.05
o Compliance | Design Control
legal restrictions. o
Activities
6. Appropriate up-to-date procedures exist to Control
process vendor invoice vouchers accurately, Operations Activities
with the proper coding, and in agreement with P Design Control
purchase orders/receiving reports. Activities
. . Control
7. The vouchering process defines the appropriate L
. b . . . . Activities
signature authority requirements, including those Operations | —~——~———
Design Control
for unusual and large vouchers. o
Activities
8. The expenditure process does not allow for
personnel performing the recording of Control
expenditures and obligations to have approval Reportin Activities
authority, except in cases where there is a p & Design Control
sufficient review performed by an independent Activities
person.
Monitoring
9. Records of returned goods are documented and Perform
appropriately reviewed. Operations Monitoring
Activities
10. The expenditure/obligation process includes
appropriate and sufficient reviews and Monitoring
reconciliations to be performed by an Perform
independent person. These reviews and Operations Monitoring
reconciliations should include accounts payable Activities
and transfers between line items.
11. The expenditure recording process includes Co.nt'rc')l
. . - Activities
keeping sufficient and appropriate records of . —_
. S Operations Design Control
interest obligations. o
Activities
Monitoring
12. A process is in place to periodically review and Operations Evaluate Issues
update vendor information. P and Remediate
Deficiencies
13. Regular comparisons are made of statements —Monitoring
. \ . Perform
from vendors with the agency's recorded Operations Monitorin
accounts payable. Activitic Sg

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component Additional
Objective/Control Yes | No* | N/A Book —omponent
- Green Book References
Objective . .
Principle
14. Transmittals are approved only by authorized Control
personnel who review supporting . Activities
documentation, at least on a test basis. These Operations Implement Control
transmittals are assigned sequential numbers. Activities
15. Billings received from internal service funds C |
such as CMS and DolT, other central service A o'nt.rc.)
departments, and outside vendors are traced to Operations —__Activities
. . . Implement Control
charge slips signed by agency employees prior to Activities
payment.
Travel-Specific
1. The expenditure process includes an up-to-date o
procedure for examining budgeted travel costs Momftorlng
and the actual travel costs incurred and Reporting Mf;(;rit(c))rrrirrlx
explaining those variances to the appropriate Activiti esg
management.
2. The travel vouchering process includes an up-to- ACc(t)ir\l/tirt(i);s
date procedure for reviewing all travel vouchers . —_— SAMS 17.20.10
. . ) Compliance | Design Control
for compliance with applicable laws. .
Activities
3. The travel vouchering process includes an up-to- Control
date procedure to submit exceptions to the travel . Activities
regulations to the applicable Travel Control Compliance Design Control 30ILCS 105712
Board. Activities
4. The travel vouchering process includes an up-to-
date procedure for approval of all major travel
: : Control .
expenditures in advance and the proper record Activities 80 Ill. Admin. Code
keeping procedures associated with that advance Compliance Desion Control 2800, 2900, & 3000
payment. These expenditures are compared to gn 9 & SAMS 17.20.10
. Activities
the appropriate expense reports and settled
promptly when travel is completed.
. . Control
5. The travel vouchering process includes an up-to- L
. . . Activities
date procedure which determines the accuracy of Operations | ———————
. . . Design Control
direct bill charges and prevents duplicates. Activiti
ctivities
6. The travel vouchering process is designed to
receive travel reimbursement requests within a
reasonable period of time, including (a)
providing a travel advance no earlier than 30 Control
days prior to travel, (b) accounting for travel Activities L
costs within 60 days after the expenses were Compliance | Design Control IRS Publication 535
paid or incurred, and (c) receiving a return of Activities
excess reimbursements from employees within
120 days after the expenses were paid or
incurred.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective/Control Yes | No* | N/A Book —omponent
- Green Book References
Objective . .
Principle
Vehicle-Specific
. . . Control
The vehicle maintenance procedures require that ' Activities 44 111 Adm. Code
oil and gas be purchased through state-owned Compliance | —~———~—+—
- . Design Control 5040.550
facilities when possible. o
Activities
The vehicle maintenance procedures require that Control 44 111 Adm. Code
parts be purchased through CMS whenever L
. . . Activities 5040.550 &
possible and that a CMS approval process is Compliance | ——~——
completed for vehicle parts purchased from Design (?c?ntrol 441ll. Adm. Code
: Activities 5040.520
outside vendors.
Control
The vehicle operation procedures include the Overations Activities
submission of charge slips on a regular basis. p Design Control
Activities
Vehicle operation procedures include Control
corppletlng daily use and 'rmleage logs. Mileage Compliance Acthltles 30 ILCS 617/10
claimed by employees using personal Design Control
automobiles is reviewed for reasonableness. Activities
Vehicles undergo regular service and/or repair,
including following each vehicle's oil change Control
intervals, tire rotation intervals, and annual Activities 44 111. Adm. Code
inspection deadlines. A vehicle coordinator Compliance | Implement Control 5040.410
monitors vehicle usage to ensure the agency's Activities
vehicles are properly maintained.

If the agency has locally-held funds, a separate checklist for the internal control categories
listed below will need to be completed for both the treasury and locally-held funds:

5. Expenditure Control
8. Revenues and Receivables
9. Petty Cash and Local Funds

*Indicate "P" in "No" Column to Signify Partial Compliance.
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6. PERSONNEL AND PAYROLL
FCIAA Reference: I11. 30 ILCS 10/Article 3
Green Green Book
Objective/Control Yes | No* | N/A Book %‘PM Add Reference
Objective reen ].300](
Principle
Objective 1: Salary bans are strictly enforced.
1. Personnel operations are governed by the Illinois M
Personnel Code or an equivalent merit system of Compliance H(ljp eineln t 20 ILCS 415/
personnel information. A ontro
ctivities
2. Procedures exist to monitor compliance with the _MI?IH;ﬂL
applicable personnel regulations and are up to Compliance M eriorm 20 ILCS 415/
date. onitoring
Activities

Objective 2: Clearly defined policies and procedures for recruitment, training, transfer, promotion, evaluation, and termination
practices are operating in accordance with applicable laws and regulations and in a manner that promotes economy and
efficiency of operations.

1. The agency has written personnel policies
covering job descriptions, hiring procedures,

promotions, dismissals, salaries and other Control Activity
compensation, employee benefits, and Operations Design Control
performance appraisals. All agency positions, Activities

including upper management, are developed in
writing, and updated as needed.

2. Interviews to select the most qualified candidate
for job-protected positions are conducted by

; . . Control
appropriately trained personnel. Non-merit .
. . . Environment
factors are not considered in the selection of . —_—
. . . . Operations Demonstrate
candidates. Selection of candidates is based on .
. . Commitment to
merit-related factors, for example education,
Competence

experience, interviews, documented professional
references, and examinations.

3. A central file of all applicants who applied for or
were considered for a position, along with
supporting documentation, is maintained while

Control Activity
Operations Design Control

the candidate holds the position. Activities
Control
4. The agency does not permit hiring employees on Environment
a contractual basis to reduce its headcount and/or Operations Demonstrate
avoid paying employee benefits. Commitment to
Competence

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component
Objective/Control Yes | No* | N/A Book - Add Reference
- Green Book
Objective . .
Principle
5. Signed and approved signature authority | Activi
approval forms must be approved and filed to be 0 . _Control Activity
. . . perations | Implement Control
used for any key hire, promotion, termination, Activiti
. ctivities
overtime, or attendance documents and reports.
6. Empl receive performance appraisal Control
- DMPIOYCES TECEIVE PErIONMANCe appraisals . Environment 80 I1l. Adm. Code
timely as required by applicable law or agency Reporting
Y . Enforce 302.270
policies, with the results fully documented. .
Accountability
7. Employee turnover rates are developed, and up- C.O ntrol
. . Environment
to-date procedures are in place to ascertain the . —_—
. . Reporting Demonstrate
reasoning, with all results forwarded to .
: Commitment to
management for review.
Competence
8. Agency procedures ensure that employees C.O ntrol
. L. . Environment
receive the training necessary to perform their . _——
. . - . Operations Demonstrate
assigned duties and to keep up with changes in .
. : Commitment to
their fields of expertise.
Competence
9. Group insurance for employees paid from grant Control Activity
funds is paid from the grant and provided for in Compliance | Design Control 30 ILCS 708/
the grant's budget. Activities
10. When education, experience, and/or credentials Control
are essential to hiring or promotion decisions, Environment
original or certified copies of appropriate Compliance Demonstrate 20 ILCS 415
documents and reference checks are obtained Commitment to
before selecting an individual. Competence
Control
11. Criminal background investigations are Environment
requested for individuals, if applicable, prior to Operations Demonstrate
their actual hiring or promotion. Commitment to
Competence
Objective 3: Appropriate standards of conduct are communicated and enforced throughout the agency.
1. Various levels of supervision exist to control the . M
o Operations Design Control
activities of employees. .
Activities
Information and
2. Personnel rules and policy memos are published Operations Communication
and distributed to all employees. P Communicate
Internally

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book %% Add Reference
Objective ll;e?n 200
rinciple
Control
3. The agency has established an equal Environment
employment opportunity officer position, if . Demonstrate
required, and has initiated policies to ensure Compliance Commitment to 775 ILCS 5/2-105
compliance with the Illinois Human Rights Act. Integrity and
Ethical Values

Objective 4: Employment records are promptly, completely, and accurately established with proper safeguards against
unauthorized access and changes, and the preparation of fictitious records.

1. Personnel files have been established for each
employee which are adequately organized and ..
include data such as applications or resumes, . Lontrol Activity
. . . Operations | Implement Control
withholding authorization cards, performance Activities
appraisals, documentation of all promotions,
raises, transfers, disciplinary action, etc.
2. Deductions are not made from an employee's Control Activity
pay unless a properly signed and approved Operations | Implement Control 5 ILCS 365/5
withholding authorization is on file. Activities
3. All temporary and permanent changes in
employment status (hiring, transfers, Information and
promotions, docking, etc.) are approved by Operations Commum(;atlon SAMS Chapter 23
upper management, fully documented, and Communicate
promptly reported to the person responsible for Internally
payroll processing.
4. The agency utilizes the Central Payroll System Control Activity
or a comparable computerized system to make Operations | Implement Control SAMS Chapter 23
all payroll computations. Activities
5. Payroll warrants or checks at the agency are . _Control Activity
. Operations | Implement Control
always stored in a secure manner. Activitios

Objective 5: Controls are established to minimize t

he opportunity for employee time and attendance abuse.

absences and/or tardiness are properly dealt
with.

and Remediate
Deficiencies

1. Employee attendance records and accrued Information and
benefit time have been established and properly Reportin Communication 80 I1l. Admin. Code
maintained. Employees are regularly informed P & Use Quality 500.430
of their earned time totals. Information
2. Procedures have been developed to determine Control Activit
_ontrol Acuvity
that absences recorded on the attendance records . -
. . Reporting Design Control
are carried forward to the leave accumulation Activities
records.
3. Attendance records are reviewed by Monitoring
management in a timely manner and excessive Operations Evaluate Issues

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component
Objective/Control Yes | No* | N/A Book — = Add Reference
- Green Book
Objective . .
Principle
4. Employees on a leave of absence are required to Control Activit
1 . . ontrol Activity
remit life and health insurance premium s Compliance | Implement Control SILCS 375/
payments and proper reports to CMS to maintain Activities
coverage during the leave of absence.
5. Attendance records are kept based on positive
recording of attendance and signed by Control Activity
employees and approved by supervisors or Reporting | Implement Control
managers who have personal knowledge of the Activities
subordinate's attendance and work.
6. Supervisory spot checks are made at locations Control Activity
where entities have decentralized operations and Operations | Tmplement Control
employees work independently and/or in crews. Activities
7. Allegations of time and attendance abuse are
. . L A Control
investigated, and disciplinary action is initiated .
. . Environment
when appropriate. Work standards are developed Operations = Enforce
and compared with the actual performance for .
. Accountability
evaluation.
8. The agency has a sick leave program, and it is Control Activity
being adhered to and communicated to Operations | Tmplement Contro 5 ILCS 400/
employees. Activities
9. Ifapplicable, agency procedures ensure that Control Activity
temporary and emergency employees do not Operations Design Control
carn leave. Activities
Objective 6: Overtime pay is used only, when necessary, justified, and approved in advance.
1. Up-to-date procedures exist to ensure overtime,
compensatory time, opt-qf-clasmﬁcatlon pay, ' Control Activity
etc., is approved and justified by the employee's . _—
. Operations Design Control
supervisor or a person knowledgeable of the Activiti
. , ctivities
assignment and need who won't personally
benefit from the approval.
: . . Control Activity
2. Ernp.loy'ees who are paid overtime are eligible to Operations | Tmplement Control
receive it. Activiti
ctivities
Objective 7: Human resource responsibilities are segregated from payroll distribution and recording responsibilities.
1. Lump sum payments are reviewed by Monitoring
management for accuracy and traced to agency . Perform
Operations -
records. Monitoring
Activities
2. Payroll vouchers are reviewed and approved by Monitoring
upper management. Persons approving vouchers Operations Perforrp SAMS Chapter 23
are not involved in payroll preparation. Monitoring
Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Book
Green Component
Objective/Control Yes | No* | N/A Book — = Add Reference
- Green Book
Objective . .
Principle
The person responsible for hiring, firing, and
approving promotions is not involved with
payroll functions or payroll warrant/check Control Activity
distribution. The person responsible for payroll Operations Design Control
warrant/check distribution is not involved with Activities
payroll functions, or an adequate supervisory
review exists for each distribution.
The agency designates separate individuals Control
responsible for timekeeping and payroll voucher Environment
preparation, or an adequate supervisory review Operations | “Establish Structure,
exists for each transaction. Adequate training is Responsibility, and
provided to responsible individuals. Authority
Al e pormens b: 1 caploectpoel Conl iy
ust be |8 aeposttu Compliance | Design Control 15 ILCS 405/9.03
waiver is granted or a fee paid for paper Activities
disbursements.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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7. PROPERTY., EQUIPMENT., AND INVENTORIES
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book
Objective/Control Yes | No* | N/A | Book | —=omponent Additional
—— Green Book Reference
Objective .
Principle
Objective 1: Only approved and necessary property is procured, tagged, and retained.
1. Up-to-date policies and procedures are clearly Control
defined to govern the acquisition and disposal of Operations Activities
capital assets (land, buildings, equipment, and p Design Control
vehicles). Activities
2. Long-range capital asset planning procedures Co.nt'r(')l
. . . . Activities
exist and have been incorporated into the Operations | ————~———
budgetary process Demgq antrol
) Activities
3. Up-to-date procedures exist to ensure the Control
services of the Capital Development Board are Operations Activities
utilized where required on construction, P Design Control
renovation, and large repair projects. Activities
4. Up-to-date procedures exist to ensure that all Control
assets are fully utilized, and obsolete land, Compliance Activities
buildings, equipment, and vehicles are disposed P Design Control 30 ILCS 605
of through CMS. Activities
5. Current or anticipated space shortages or space Information and
surpluses have been brought to the attention of . Communication
. . Operations | ———————
upper management and included in the long- Communicate
range capital asset planning. Internally
6. Up-to-date procedures exist to ensure that the .
. . Information and
employee responsible for property control is N
- . h : . Communication
notified when equipment is acquired (whether Operations | ———————
: Communicate
purchased, transferred-in, or donated) or
. Internally
disposed.
7. Equipment included in the property control Control
system is identified as agency-owned by a Compliance Activities 44 11l. Admin. Code
numbered tag attached to each item or a similar P Implement Control 5010.210
indelible marking. Activities
8. The tags or identifying markings on equipment I
valued at under $1,000 (unless the item is Contro 30 ILCS 605/6.02 &
considered high theft) differ from the tagging of Compliance % 44 11l. Admin. Code
items valued at over $1,000 to aid in record P mp eAme.n. —ontro 5010.210
. ctivities
keeping.
9. Up-to-date procedures exist to ensure that an t.rc.>l
. Activities
purchases do not exceed the needs of the agency Operations | ———————
: . . Design Control
in the immediate future. .
Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book (SO Additional
- Green Book Reference
Objective ..
Principle
Objective 2: Property receipts, issues, transfers, retirements, and losses are recorded timely and accurately in the accounting
records and the property control system.
1. For property purchases all or in part from federal Control
funds, the property control system meets all . Activities
applicable property requirements set forth in the Compliance Implement
Uniform Guidance. Controls Activities
2. Disposition of assets purchased all or in part Co.nt'rc')l
with grant funds is handled in accordance with Compliance Activities
the grant agreement or Uniform Guidance Implement
g g ) Controls Activities
3. A system for recording and reporting all Cpntrol
property under the control of the agency has Oberations __Environment
been developed which clearly defines employee p Establish Structure,
qels Responsibility, and
responsibilities for property control. Authority
4. Purchases, transfers, donated property, and Co.nt'rc')l
disposals are promptly recorded in the agency's Operations ﬁnCt;Zrlr:;i
property control system. Controg)s Activities
Control
5. Procedures require assets to be recorded at their Compliance _ Activities | SAMS 03.30.20, &
proper value, including: P Design Control 44 T1I. Admin. Code
Activities 5010.240
a. Asset value is recorded net of discounts; . Design Control
Compliance .
Activities
b. Freight and installation charges have been Compliance Design Control
added to the asset value; p Activities
c. The asset value has not been reduced by . Design Control
) Lo Compliance L
any trade-in allowance received, Activities
d. Transferred-in property is recorded at the . Design Control
o . Compliance .
original cost; Activities
e. Donated assets are at fair market value at Compliance Design Control
the time of donation. P Activities
6. Up-to-date procedures exist to document the Control
movement of property between locations within Operations Activities
a location. These changes are promptly Implement
reported, and the property records updated. Controls Activities
. o Control
7. lerary bpoks and other publications are Operations Activities 30 TILCS 605
included in the property control system. Implement
Controls Activities
o Control
8. Telgcommun}catlons and IT property purchases Operations Activities 30 ILCS 605
are included in the property control system. Implement
Controls Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.




STATE OF ILLINOIS

OFFICE OF COMPTROLLER
SECTION INTERNAL CONTROLS PROCEDURE - PAGE NO.
40 of 133
SUB-SECTION SECTION 2 SUPPLEMENT EFFECTIVE DATE
September 21, 2022
PROCEDURE INTERNAL CONTROL REVIEW CHECKLIST REVISION NUMBER
23-001
Green Green Book
Objective/Control Yes | No* | N/A Book (SO Additional
ot Green Book Reference
Objective . .
Principle
9. Leased equipment in accord with the definition Control
ofa cap}tal le'c'lse'unde'r generally gccepted Operations Activities
accounting principles is included in the property Implement
control system. Controls Activities
10. A permanent record of all property items is glgfnrrrgagio;ggﬁ
reported to CMS as required by the State . —MINUNIcalion 30 ILCS 605/6.02
Compliance Communicate
Property Control Act.
Externally
11. The disposition of assets (including trade-ins) is Co.nt'r(')l
done in accordance with the State Property Compliance Activities 30 ILCS 605/7
Control Act fmp leme'nt' .
) Controls Activities
Control
12. Receiving documents are utilized to update . Activities
rty records Operations Implement
property ) Controls Activities
13. Equipment items, including vehicles, are Information and
1Qent1ﬁed and r'eported to CMS for transfer or . Communlgatlon 30 ILCS 605/7
disposal when it is no longer needed, Compliance Communicate
unrepairable, or obsolete. Externally

Objective 3: Detailed subsidiary records are maintained for fixed assets and inventories, which are periodically reconciled to
control accounts.

1. A property control record keeping system has
been developed and maintained which minimally
includes the identification number, location Control
code, description, purchase date, purchase price, Activities 30 ILCS 605/6.02 &
object code, and voucher number for all high- Compliance | Design Activities 44 111. Admin. Code
theft assets, all capital assets regardless of their for the Information 5010.230 &
net value after depreciation, and all other assets System
with a net value after depreciation of $1,000 or
value of $1,000 at the discretion of the agency.
Control
2. Property control records are segregated by . Activities
location (city, building, floor, etc.) Operations Implement
Controls Activities
Control
3. Ifnecessary, additional property records have Activities
been developed to identify the employee to Operations Implement
whom an asset has been assigned. Controls Activities
. Information and
4. The property control system provides monthly Co
. e . Communication
balances for each location for reconciliation Reporting | ——F——
Use Quality
purposes. .
Information

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book >
Objective/Control Yes | No* | N/A Book %E(;;I:Tn; %2?;:::111
Dy Principle
5. Fixed asset reports (Form C-15s) submitted to lcllformatipn f.md
the Comptroller each quarter can be reconciled Reporting W 15 ILCS 405/17
to the agency's property control system. %T::;I:ﬁ; ¢

Objective 4: Annual physical inventories are conducted of equipment. Discrepancies are reported accordingly.

1.

Physical inventory procedures exist for all high-
theft assets, all capital assets regardless of their
net value after depreciation, and all other assets
with a net value after depreciation of $1,000 or

Control
Activities

30 ILCS 605/6.02 &
44 111. Admin. Code

approved and completed by upper management.

and Remediate
Deficiencies

value of $1,000 at the discretion of the agency to Compliance | Design Control 5010.460
ensure proper completion of the Certification of Activities ’
Inventory Report and the related discrepancy
report.
B e o o S [ones s aem
Y . .. Y, Compliance ctivities Admin. Code
manner agreed to in writing by CMS, and Implement
- 5010.460
documented. Controls Activities
3. Discrepancies noted during the physical Information and
inventory are reported to the employee Compliance Communication 44 111. Admin. Code
responsible for property control and to upper P Communicate 5010.490
management. Internally
Control
4. Ttems reported missing for an extended period Overations Activities
are removed from property control records. P Implement Control
Activities
5. Stolen property is reported to the proper law Information and
’ property 18 reported t prop . Communication | 44 Ill. Admin. Code
enforcement agencies in a timely manner and Compliance | —(~———————
. . Communicate 5010.500
request for deletion is submitted to CMS.
Externally
. . . Monitoring
6. Dlscrep ancies ofequlp.rnent are fully . Evaluate Issues 44 T1I. Admin. Code
investigated and resulting adjustments are Operations

5010.490

Objective 5: Commodities are accounted for, reviewed, and documented.

Commodity inventories over $150,000 are reported to

count commodities.

Controls Activities

the Comptroller.
Control
1. Physical counts qf commodities are well planned Compliance Activities 30 ILCS 500/50-55
and taken periodically. Implement
Controls Activities
2. Storerooms are kept neat and orderly with items ACo.nt'r(')l
identified by a part number to help identify and Operations ctivities
Implement

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book — COEONE CU U]
- Green Book Reference
Objective ..
Principle
o . Control
3. Commoleles inventory counts are reconciled to Operations Activities
perpetual inventory records. Implement
Controls Activities
4. Discrepancies of commodities are fully reviewed Monitoring
. . . Evaluate Issues
and resulting adjustments are approved and Operations .
and Remediate
completed by upper management. Deficiencics
5. Governmental funds with commodity Icnfi)nnélla;liol;gng
inventories over $150,000 are reported annually Compliance —ommunication SAMS 27.20.77
Communicate
on SCO-577 to the Comptroller.
Externally

Objective 6: Fixed assets are properly maintained, and physical security safeguards are commensurate with the size, type, and
value of property.

procedure.

Controls Activities

1. Up-to-date policies and procedures exist to Control
properly maintain all capital assets. The agency Operations Activities
has entered into maintenance contracts to service p Design Control
and repair expensive equipment. Activities
Control
2. Up-to-date procedures are in effect to control Compliance Activities 44 11l. Adm. Code
access to all buildings. P Design Control 5000.902
Activities
3. Anup-to-date Emergency Response Plan exists Control
in case of fire or other disaster. Evacuation . Activities 41 11l. Adm. Code
. . Compliance
diagrams are posted in common areas of the ~ Implement 100.7
facility. Controls Activities
Control
4. Janitorial services are provided for all buildings . Activities
Operations
or have been contracted for by the agency. Implement
Controls Activities
Control
5. Work areas are a'dequately heated,.hghted, Operations Activities
cooled, dry, and insulated from noise. Implement
Controls Activities
6. Up-to-date procedures are in place to safeguard Acc(t)ir\l/tirt(i);s
all assets, including files and records, from Operations | ———————— 5ILCS 160/3
: Design Control
potential fire and water damage. o
Activities
7. Property most susceptible to theft have ACo.nt.rc.)l
additional safeguards such as a check-out Operations ctivities
Implement

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book >
Objective/Control Yes | No* | N/A Book %E(;;I:Tn; ‘;:?3::21
QIS Principle
8. All employees have been informed of their Inf i d
responsibility for the general monitoring and go?nrrrgiriiocl;ggn
maintenance of property, including property Operations ~Communmicate
valued at under $1,000, to ensure that all Internall
property is safeguarded. Y

Objective 7: Commodities are properly requisitioned, safeguarded, used only for authorized activities, and records of usage are
accurately maintained.

ultimate use.

and Remediate
Deficiencies

1. Up-to-date procedures are in effect to control the
purchase, valuation method, recording, storage, Control
and use of commodity inventories including Overations Activities
items like office supplies, janitorial and p Design Control
maintenance supplies, food, clothing and general Activities
stores, drugs, and fuel.
Control
2. trol hasi iti . Activiti
Controls over purchasing cgmmo@l ies are Compliance \ctivities 30 ILCS 500/50-55
adequate to prevent overstocking of inventories. Design Control
Activities
3. When receiving commodities, items and ACop t.rc.)l
quantities on the packing slip are reconciled with Operations Ir:;ggleist
what is received. Controls Activities
4. Records are maintained on commodity ACop t.rc.)l
inventories in sufficient detail to determine Operations ctivities
reorder points and reconcile to physical counts Implement
P phy ) Controls Activities
Control
All withdrawals from inventories are supported . iviti
w w v are supp Operations Activities
by properly authorized requisitions. Implement
Controls Activities
Control
6. Inventory requisitions are sequentially numbered . iviti
ventory requ qu y nu Operations Activities
and adequately accounted for. Implement
Controls Activities
7. Up-to-date procedures include a periodic Control
inspection of commodities on hand for . Activities
t ————————| 301ILCS 500/50-55
obsolescence and to prevent and/or detect theft Operations Design Control €S 300/
or misuse. Activities
Control
8. Commodltles are 1den.t1ﬁed for transfer or Compliance Activities 30 ILCS 500/50-55
disposal when they are in excess or obsolete. Implement
Controls Activities
9. Work orders, parts orders, or similar documents Monitoring
are used to trace issues from inventory to their Operations Evaluate Issues

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book >
Objective/Control Yes | No* | N/A Book %E(;;I:Tn; %2?;:::21
Dy Principle
Control
10. Sensitive items, such as controlled drugs, are . Activiti
stored in locked or limited access locations. Operations Irrfpgrlrl::ist
Controls Activities
Control
11. Storerooms are locked when not controlled by a o " Activities
storekeeper. perations Implement
Controls Activities
12. Perishable goods are kept at reasonable levels Co.nt'rc?l
and stored in the manner necessary to prevent Operations ﬁnc;;ﬁleii
spoilage. Controls Activities

aspects of a transaction.

Objective 8: Personnel are competent, supervised, and assigned duties such that no one individual can control all or related key

1. Up-to-date policies and procedures clearly ACc(t)iI:/tirt(i);s
define responsibilities of personnel with regard Operations | ——— ——~————
Design Control
to the custody and use of assets. Activities
Control
2. A Property Control Liaison has been assigned Elllgvsltﬁ)rﬁlslﬁm
custodial responsibilities for equipment at the Operations Structure
agency level. Responsibility,
and Authority
3. Persons responsible for property control are not Acc(t)ir\l/tirt(i);s
involved with the purchasing, receiving, or Operations | ——————— SAMS 02.50.10
. . Design Control
expenditure processing systems. Activities
4. Persons responsible for maintaining property ACc(t)iI:/tirt(i);s
control records are not involved with the taking Operations | —~—— ———~——— SAMS 02.50.10
of a physical inventory or the custody of assets Design Control
) Activities
5. Persons responsible for custody of commodities A(?:(t)ilzltirt(i)fl:s
are not involved with taking physical counts of Operations - SAMS 02.50.10
o Lo Design Control
commodities or commodities inventory records. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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8. REVENUES AND RECEIVABLES
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book
Objective/Control Yes | No* | N/A | Book | —=omponent Additional
—— Green Book Reference
Objective —
Principle
Objective 1: A proper segregation of duties should exist to safeguard assets and provide appropriate checks and balances
(supervisor level reviews can be used as a substitute in small agencies).
1. Responsibilities of collecting and processing Control
receipts, maintenance of accounts receivable Overations Activities
records, and issuing billings are segregated to P Design Control
separate individuals. Activities
2. Responsibilities for cash receipts are segregated Control
from those for cash disbursements. . Activities
Operations | ————~ ————
Design Control
Activities
3. Refunds, credit memorandums, and voided Control
transactions require a separate review and Operations Activities
approval by a responsible manager or designated P Design Control
staff. Activities
4. Responsibilities for collecting receipts and Control
preparing deposits are segregated from those for Overations Activities
recording cash receipts and general ledger p Design Control
entries. Activities
5. Reconciliations of revenues, receivables, and Control
receipts are prepared by persons not having . Activities
authorization, recording, or custody Operations Design Control
responsibilities of the related asset. Activities
6. Persons responsible for processing or recording Control
cash receipts are prohibited from receiving Operations Activities
returned checks. p Design Control
Activities
7. Write-offs are performed per up-to-date
procedures outlined in accordance with SAMS
Manual (Chapter 26) and approved in Control
accordance with applicable law by a responsible Operations Activities 30 ILCS 205/2
manager or designated staff other than the p Design Control SAMS Chapter 26
accounts receivable personnel. Upper Activities
management is promptly notified when accounts
are deemed uncollectable.
8. Organization charts, procedural manuals, and Control
policy memorandums clearly define . Environment
responsibilities and lines of authority for revenue Operations | Established Structure,
assessment, collection, and processing. Res"z‘:‘iiﬁiﬁz’ and

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
Objective/Control Yes | No* | N/A Book SRCOmonen i Additional
Obiective Green Book Reference
] Principle
9. Staff size and competence is sufficient to Control
adequately assess, collect, and process all Environment
receipts and revenues. Operations Demonstrate
Commitment to
Competence
10. Up-to-date procedures require supervisory Information &
personnel to be advised of all unreconciled . Communication
: Operations | —~——————
differences. Communicate
Internally
11. Billing disputes which are reported to the agency Control
are promptly investigated by an independent Operations Acthltles
person. Design Control
Activities
12. Each employee responsible for collections has a Control
separate cash drawer and individual Oberations Activities
accountability is maintained. p Design Control
Activities
13. Charges are reviewed and compared to a pre- Control
established fee schedule by someone other than Operations Activities
the person initially recording the charge. p Design Control
Activities
Objective 2: Physical security safeguards are maintained where cash is stored and processed.
1. Up-to-date procedures are adequate to ensure Control
that money received is properly safeguarded to Operations Avctivities 30 ILCS 10
prevent theft of funds. Design Control
Activities
2. Checks are immediately restrictively endorsed Control
upon receipt. : Activities
Operations Design Control
Activities
3. Adequate physical facilities exist to safeguard Control
and store receipts. : Activities
Operations Design Control
Activities
Objectives 3: Revenues and receipts have been recorded properly and timely and deposited promptly.
1. All revenues and receipts are immediately Control Activity
recorded in proper books which minimally . “Design Activities
include the date received, payor, purpose, Compliance for the Information 30 ILCS 230/2(a)
amount, and manner of disbursement. System
2. Up-to-date procedures are adequate to ensure Control Activity
that revenues are being deposited in the correct Compliance Design Control SAMS Chapter 25
fund and receipt account. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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- Green Book Reference
Objective . .
Principle
Control
3. Collections received throughout the agency are —Environment
promptly forwarded to a central unit for Operations Establish
. Structure,
processing. Responsibility, and
Authority
4. Controls over the opening of mail and currency Control Activity
received are adequate to ensure that revenue and Operations Design Control
receipts are properly processed. Activities
5. Dep0s1.ts into the State Treasury are timely Monitorin
reconciled to the Monthly Revenue Status —COnuoTNE
. . Performing SAMS Chapter 25
(SB04) report received from the Comptroller. Compliance .
. . - . Monitoring 30 ILCS 230/2
Differences are investigated and adjusted as Activiti
. ctivities
required.
6. Deposit extensions received from the
Comptroller and Treasurer which give the Control Activity
agency more than 48 hours to deposit receipts Compliance | Design Control 30 ILCS 230/2(b)
into the State Treasury are reasonable and Activities
necessary.
. o . Control Activity
7. Receipts are deposited intact and not retained or Compliance | Design Control 30 ILCS 230
expended. .
Activities
8. Up-to-date procedures for processing receipts Control Activity
are designed to ensure that all monies are Compliance | Design Control 30 ILCS 230
deposited in a timely manner. Activities
9. Deposit reports received from the Treasurer are —LMorfntorm
reconciled to deposit records. Differences are Reporting i/fgn()ix;gg SAMS Chapter 25
investigated and adjusted as required. ‘Activities
10. Written instructions exist for cash handling . ML
o Operations Design Control
activities. R
Activities
11. Up-to-date cash handling procedures and a Control Activity
listing of all employees authorized to handle Operations Design Control
cash exists. Activities
' ' ' o Monitoring
12. De'ul.y dep051'ts are reconciled to entries in the Reporting Performing
original receipt logs. Monitoring
Activities
13. Receipts from separate collection locations are Control Activity
reported to the general accounting department on Reporting Design Control
a timely basis. Activities
14. Cash register cumulative control totals or other —LMOIthor_m
types of controlled forms are reconciled with Reporting iﬁﬁgﬁﬁz
collections daily. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective ll;e.en Boo eference
rinciple

Objective 4: Collections of revenues and receipts by the agency are in accordance with applicable laws and regulations and the
accounting and record keeping of such revenues and receipts is fair, accurate, and in accordance with law.

adequate distinction to allow for the proper
completion of the annual Fee Imposition Report.

for the Information
System

1. Up-to-date procedures have been developed to Control Activity
assess all revenues which are required to be Compliance | Design Control
collected based on applicable law. Activities

. Control Activity

2. All assessments and collections of revenues are . QIO ACTIVT
supported by statutory or regulatory authority Compliance | - Design Control

pp y Ty g Ty : Activities

3. Procedures to be followed in the assessment, Control Activity
collection, and processing of revenues are Operations Design Control
documented and updated as changes occur. Activities

Control Activity

4. Source documentation for revenues and receipts . Design Activities
. . Reporting .
is reviewed for completeness and accuracy. for the Information

System

5. Source documents, such as invoices, tax returns, o

or currency receipts, are systematically _Control Activity
. . Design Activities
controlled. Controlled documents are reviewed Reporting .

. for the Information
periodically to ensure all documents are System
accounted for.

Monitoring
6. Where applicable, the agency performs audits of . Perform
: Reporting o
source documents to determine accuracy. Monitoring
Activities
7. Revenue accounts are reviewed annually for Control Activity
iat / 1 i . i iviti 15 ILCS 405/16.2
appropriateness/reasonableness and provide Compliance Design Activities CS 405/ &

SAMS 33.16.10

Objective 5: The amounts of gross revenues recorded are reasonable in relation to applicable legislation and related data such
as budgetary forecasts, prior years statistics, number of licenses issued, contractual agreements, etc.

1. Formal up-to-date procedures exist for Monitorin
. . . L. . Perform
estimating revenues and monitoring significant Reporting Monitoring
deviations in revenue projections. Activities
. . Information and
2. Where applicable, the agency utilizes the records -

. Communication
of other federal, state, or local governments to Operations | ———(—~————
identify probable taxpayers and licensees Use Quality

) Information
3. Where assessments are to be made at regular Information and
intervals (taxes, license renewals, etc.), prior . Communication
. D Operations | ————~—————
period records are used as a beginning database Use Quality
for issuing current year assessments. Information

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective . .
Principle
4. For each person or business paying assessments Monitoring
on a regular basis, current receipts are compared . Perform
to prior period receipts. Deviations are Reporting Monitoring
documented and investigated. Activities
5. Databases used for assessments are updated to Information and
include new registrants, deletions, and other Overations Communication
changes in status since the prior assessment of p Use Quality
revenues. Information
6. Up-to-date procedures exist to compare actual Monitoring
revenues and receipts to projected amounts and Reportin Perform
prior year statistics. Significant variances are p & Monitoring
reviewed and reported to upper management. Activities

Objective 6: Refunds were recorded and deposited in accordance with applicable laws and regulations.

1. Refunds received from vendors and warrants ACc(t)ir\l/tirt(i);s

returned uncashed are properly recorded and Reporting | ———~=———| SAMS Chapter 25
Design Control
promptly processed. Activities

Objective 7: Prompt and accurate recording of all receivables is maintained.

1. Up-to-date procedures provide for receivables to . —LCOnt.rol Activit

. . Reporting Design Control
be established as assessments are issued. Activities

2. Numerical controls over billings and credit Con_trol A(?ti_v .lt
memorandums exist to ensure that unauthorized Re i Design Activities

porting for the Information
transactions are not recorded. System

3. Accounts receivable ledgers are balanced at least —MP%L
monthly and reconciled to the general ledger Reporting Monitoring
accounts. Activities

4. Up-to-date procedures are adequate to ensure Control Activit
that increases and decreases in individual . o ACIVIY

. Reporting Design Control
accounts are posted only from authorized source Activities
documents.

5. Penalties and interest are assessed where Control Activity
allowable by law on late filings and/or late Operations Design Control
payments. Activities

6. Credit balances are reviewed periodically, ——LMI?;IESSI?
including making appropriate determinations on Reporting Monitorin 765 ILCS 1026
unclaimed property, where applicable. Activi tiesg

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective . .
Principle
Objective 8: Ability exists to determine and report sources and age of receivables.
. Control Activity
1. F orrpal due dates must be established for all Reporting | Design Control SAMS Chapter 26
receivables recorded. o
Activities
2. Up-to-date procedures exist to determine Control Activity
whether receivables were paid by the formal due Operations Design Control
date. Activities
3. Accounts receivables are aged regularly in a .o
. o . Monitoring
manner which facilitates quarterly reporting of —Paform
aged gross receivables to the Comptroller (Form Reporting N SAMS 26.30.30
o Monitoring
C-98). Deviations are reasonable and .
Activities
documented.
4. Material delinquent accounts are listed Monitoring
periodically and reviewed by a responsible Overations Evaluate Issues
manager or designated staff other than accounts P and Remediate
receivable personnel. Deficiencies

Objective 9: Continuous and timely attempts are made to collect receivables due.

1. When revenue assessments require that billings an t'rc')l
e . . . . Activities
be sent out, the billings are issued in a timely Operations | ————————
Design Control
manner. oo
Activities
2. Billings are issued on all unpaid assessments on an t.rc.)l
. . . . Activities
a regular basis, or until the amount due is Operations | ———————
. . Design Control
determined to be uncollectible. .
Activities
Control
3. Up-to-date procedures exist to coordinate . Activities
. . Operations | —~————~———
collection efforts on delinquent accounts. Design Control
Activities
4. Dishonored checks returned from the Treasurer Control
are adequately pursued and controlled, and all Operations Activities
steps taken in collection are properly p Design Control
documented. Activities
Control
5. Adequate collection procedures are in effect and . Activities
include utilizing all legal remedies under statute. Compliance Design Control 30ILES 210
Activities
6. Ensure when there is bad debt, the agency Control
reaches out to Illinois State Comptroller for the . Activities
Comptroller's offset system/involuntary Operations Design Control 30TLES 205 & 210
withholding. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective Principl
rinciple
Objective 10: The portion of receivables that may not be collected is identified.
1. Up-to-date procedures for estimating Control Activity
collectability of receivables are in accordance Reporting Design Control SAMS 26.20.20
with SAMS. Activities
2. Trends in receivables are developed and Information &
examined by upper management. Significant Overati Communication
increases in outstanding receivables receive perations Use Quality
appropriate attention. Information

If the agency has locally-held funds, a separate checklist for the internal control categories
listed below will need to be completed for both the treasury and locally-held funds:

5. Expenditure Control
8. Revenues and Receivables
9. Petty Cash and Local Funds

*Indicate "P" in "No" Column to Signify Partial Compliance.
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9. PETTY CASH AND LOCAL FUNDS
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book
Objective/Control Yes | No* | NA | Book | —=omponent Additional
—— Green Book Reference
Objective .
Principle
Objective 1: Petty cash and local funds are subject to adequate accountability.
Controls applicable to petty cash and local funds.
1. All petty cash and local funds were established Control
with the approval of the Comptroller's Office or Compliance Environment SAMS Chapter 9
authorized by statute (local fund) Exercise Oversight
Y : ‘Responsibility
2. Policies and review procedures exist to limit the Control Activity
use of petty cash and local funds to their Operations | Implement Control SAMS Chapter 9
authorized purpose. Activities
Control
3. A listing of all petty cash and local funds exists Environment
and is updated promptly when changes occur, Overations Establish
including physical locations, responsible parties, P Structure,
and bank accounts. Responsibility, and
Authority
4. Employees who handle significant amounts of . —LCont.rol Activit
Operations Design Control
cash are adequately bonded. .
Activities
5. Reimbursement checks are made out to the ..
correct payee, the agency, and fund name (local) . —Cont.rol Activity
. ’ AT . Operations Design Control SAMS Chapter 9
or designated responsible individual (custodian Activiti
ctivities
of petty cash).
6. Checks are prenumbered and controlled to ..
. Control Activity
ensure all checks are accounted for. Voided . —_
Operations Design Control
checks are adequately cancelled to preclude Activities
negotiability and maintained on file.
7. Up-to-date procedures exist to ensure SAMS Control Activity
reporting requirements for petty cash and local Reporting Design Control
funds are met. Activities
8. Responsible officials are prohibited from signing Control Activity
blank checks or checks payable to themselves or Operations Design Control
to cash or bearer. Activities
9. Whenever the responsible custodian of a locally Control Activity
held fund or petty cash fund changes, a . —_—
S . Operations Design Control
reconciliation of the fund is performed before .
. Activities
the new custodian takes over.
10. Credit balances and stale checks are reviewed Monitori
P : : : : onitoring
periodically, including making appropriate Reporting | Perform Monmitorng | 765 ILCS 1026
determinations on unclaimed property, where Activities
applicable.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective . .
Principle
11. 1099 tax forms were generated for any Reportin Control Activity
reportable payments. P & Design Control
Controls applicable to petty cash.
1. Pf?tty cash is accounted for on an imprest basis, Control Activity
with cash or account balances, totaled with . _
. . . Compliance | Design Control 30 ILCS 105
expenditures pending reimbursement, equal the Activiti
ctivities
approved amount of the fund.
) p h fund a6 h h Control Activity
- Petty cash funds are segregated from other cash. Operations Design Control SAMS Chapter 9
Activities
3. Responsibility for each petty cash fund is Control
assigned to a custodian. Ifapplicable, changes Oberations Environment
in the custodian should be promptly reported to p Enforce
the bank. Accountability
4. The fund amount never exceeds the amount Lontrol Activity
’ ! ! ver ex u Compliance | Design Control SAMS Chapter 9
approved by the Comptroller. Activiti
ctivities
5. Procedures exist to ensure that expenditures and Control Activity
fund reimbursements are processed in a timely Operations Design Control
manner with proper documentation. Activities
6. Procedures provide that petty cash cannot be
disbursed without adequate source ..
. Control Activity
documentation. Petty cash vouchers are . —_
: Operations Design Control
prepared to substantiate purchases of goods or Activities
services and are signed and dated by the
receiving employee.
7. Source documentation of expenditures are Control Activity
adequately cancelled to prevent reuse or Operations Design Control
duplicate payments. Activities
8. Physical fac111Fles are adequate to safeguard Control Activity
petty cash against theft. Funds of over $100 are . —_—
o : . Compliance | Design Control 30 ILCS 105
maintained in local bank accounts with federal .
All] Activities
deposit insurance coverage.
9. Procedures exist to ensure that expenditures do ..
- T Control Activity
not exceed the single purchase limitation of . —_
o . . Compliance | Design Control 30 ILCS 105
$100. Splitting of purchases to circumvent this .
L Activities
limitation is not allowed.
10. A dollar amount has been established at which Control Activity
reimbursement to the fund is initiated in order to Operations Design Control SAMS Chapter 9
prevent shortages of petty cash. Activities
11. Vouchers for fund reimbursement include ..
) . Control Activity
adequate supporting documentation and are . _
. . Operations Design Control
reviewed and approved by an independent Activiti
person. ctivities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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- Green Book Reference
Objective . .
Principle
12. The petty cash fund is reconciled, including cash Monitoring
counts, by an independent person on a regular Operations | Perform Monitoring
basis. Activities
13. All expenditures from the petty cash fund paid Control Activity
during the current fiscal year are reimbursed to Compliance | Design Control SAMS Chapter 9
the fund before the end of the Lapse Period. Activities
14. Periodic surprise cash counts are performed by o
someone other than the cashier to determine that . __Monitoring
Operations | Perform Monitoring
change and reserve funds and currently Activities
accumulated collections are intact.
15. Petty cash reimbursements are made out to the ..
) . Control Activity
fund custodian. When petty cash is held at a . —_
. . . . Operations Design Control
bank, the bank is notified in writing not to accept L
Activities
checks payable to the agency.
Controls applicable to local funds.
1. Proper books have been established to record all Control Activity
receipts and disbursements and indicate the Reporting Design Control
balance at any point in time. Activities
2. Rgcelpt processing into local funds is handled Control Activity
using the same internal controls as used to . —_—
. .. Operations Design Control
process receipts for deposit into the State R
Activities
Treasury.
3. Physical facilities are adequate to safeguard . —LCont.rol Act1v1t1
assets, including check-signing plates Operations Des1gq antro
’ ) Activities
4. Signature authority to approve disbursements Cpntrol
from local funds is delegated to a few _Environment
managerial employees only and promptly Operations ;Stalihsh
revoked when employees leave the agency. The R ructure,
. . esponsibility, and
bank is notified of the changes. Authority
5. Two signatures are required on disbursements . —LCOHt.rol Activit
Operations Design Control
over a stated amount. R
Activities
6. Excess funds held in local accounts are invested ..
in interest bearing accounts at prevailing rates or Lontrol Activity
e . . . Compliance | Design Control 30 ILCS 225/1
better within two working days or, if required, Activities
timely deposited into the State Treasury.
7. Interest earned on resident trust funds is Control Activity
distributed to the residents in a timely and Operations Design Control
equitable manner. Activities
8. Financial statements for resident trust funds are égfggm::ilg;ifn
prepared monthly and distributed to each Reporting —mmuhication
; . Communicate
resident and/or guardian.
Externally

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book Reference
Objective . .
Principle
Control
9. Where investment of local funds is permitted, an —Environment
up-to-date written investment policy has been Compliance ;Sruta(gﬂfg 30 ILCS 235/2.5
adopted. Responsibilit};, and
Authority
10. Responsibilities including .Cl.lStOdy of physwal Control Activity
cash, blank checks, authorizing transactions, and . —_
. . . Operations Design Control
recording transactions are delegated to different o
Activities
staff members.
11. Procedures exist to ensure checks returned . —LCOHt.rol Activit
Operations Design Control
uncashed are adequately controlled. o
Activities
. Control Activity
12. All accounts are adequately collateralized. Compliance | Design Control 30 ILCS 235
Activities
13. Reconciliations of the agency's books and local o
bank accounts are performed monthly by an . __Monitoring __
ind dent All diff Operations | Perform Monitoring
independent person. ifferences are Activities
investigated.
14. Supervisory personnel review and approve all Monitoring
monthly reconciliations and are advised of Operations | Perform Monitoring
differences discovered in reconciliations. Activities
15. Checks state on their face that they are void if . —Mnt.rol Activit
s . Operations Design Control
not presented for payment within a stated period. o
Activities
16. Reconciliations of bank accounts and physical
cash are performed monthly by persons not Control Activity
having authorization, recording, or custody Operations | Implement Control
responsibilities of the related asset. These Activities
reconciliations should have sufficient reviews.

If the agency has locally-held funds, a separate checklist for the internal control categories
listed below will need to be completed for both the treasury and locally held-funds:

5. Expenditure Control
8. Revenues and Receivables
9. Petty Cash and Local Funds

*Indicate "P" in "No" Column to Signify Partial Compliance.
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10. GRANT ADMINISTRATION
FCIAA Reference: 30 ILCS 10/Article 3
Green Green Book
Objective/Control Yes | No* | NA | Book | —=omponent Additional
—— Green Book References
Objective N
Principle
Objective 1: Establish and maintain effective internal controls over federal and state awards, including administering awards in
compliance with federal and state laws and regulations and the terms and conditions of the award.
Agency as a Recipient
1. Up-to-date written procedures ensure that Control
applications for federal grant funding include a . Environment
review by fiscal and administrative staff to Compliance Design Control 2 CFR §200
ensure: Activities
Control
a. the proposal r‘neets the go.als and objectives Compliance Act1v1tles 2 CFR §200
of the agency's programs; Design Control
Activities
Control
. . ) . Activities
b. the budget is mathematically accurate; Compliance —Design Control 2 CFR §200
Activities
Control
c. the budget does not include unallowable Compliance Act1v1tles 2 CFR §200
costs; Design Control
Activities
d. the budget includes indirect costs in Control
accordance with federally approved indirect . Activities
cost rate, cost allocation plans, or the de Compliance Design Control 2 CFR §200
minimis rate; and Activities
Control
e. adequate agency funds exist to meet cost Compliance Acthltles 2 CFR §200
sharing requirements. Design Control
Activities
2. Responsibilities as documented in written, up-to- Cop t.r(.)l
. . . Activities
date policies for the following have been Operations | ————~———
assigned to specific job-titles: Demgq antrol
) Activities
Control
a. acquiring grant funding; Operations —Activities
' quirng & & P Design Control
Activities
Control
b. spending funds; and Operations —_Activities
- 5P J ’ p Design Control
Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book References
Objective . .
Principle
Control
c. monitoring program activities Operations —Activities
' g prog VIHEs. P Design Control
Activities
o . . Control
3. The responsibilities for the positions described s
. . . Activities
in question 2 above have been adequately Operations | —~————=———— C ]
segregated Demgq -ontro
) Activities
4. Grants between State agencies are fully Control
documented in written interagency agreements Operations Activities
and/or grant agreements, using standardized, P Design Control
GATA-issued forms. Activities
5. A fully executed grant agreement and, if Accct)il\l/tirt(i)els
necessary, a fully executed interagency Operations | ——————
- Design Control
agreement is in each grant file. o
Activities
Agency as a Pass-through
1. Up-to-date written procedures ensure that
applications for state grant funding include a Control
PP grant flunding e Operations Activities 30 ILCS 708/20
review by fiscal and administrative staff to -
. Operations
ensure:
Control
a. the Uniform Notice of Funding Opportunity . Activities
(NOFO) is used; Operations Design Control 30 ILCS 708/20
Activities
Control
b. a Notl.ce of State Award (NOSA) has been Operations Act1v1tles 30 ILCS 708/20
issued; Design Control
Activities
Control
c. the award is included in the Catalog of . Activities
State Financial Assistance (CSFA); Operations Design Control 301LCS 70820
Activities
Control
d. the NOSA includes grant-specific . Activities
conditions of the award; Operations Design Control 30 ILCS 708/20
Activities
Control
e. a Uniform Grant Agreement or interagency . Activities
agreement has been fully executed; Operations Design Control 301LCS 70820
Activities
Control
f. the subrec1p{ent cgmpleteq the reg%stratlon Operations Act1v1tles 30 ILCS 708/20
and pre-qualification requirements; Design Control
Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
ot Green Book References
Objective . .
Principle
Control
g. therisk posed by the applicant has been Operations Acthltles 30 ILCS 708/20
assessed; Design Control
Activities
. o . . Control
h. specific conditions have been included in Activities
the NOSA and the grant agreement for Operations | —~———~———— Y 30 ILCS 708/20
S . Design Control
high-risk areas; o
Activities
Control
i. adequate, competent staffing exists at the Environment
agency to properly monitor grant program Operations Demonstrate 30 ILCS 708/20
activities; and Commitment to
Competence
Control
j. the awarding agency ensures subrecipient Operations Activities 30 ILCS 708/20

audit requirements are being met.

Design Control

Activities

Objective 2: Monitor each program, function, or activity to ensure compliance with applicable federal and state requirements.

Agency as a Recipient

1. The financial management system identifies all
state and federal awards by:

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)

a. Assisted Listing title and number;

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)

b. award number and year; and

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

c. federal agency and any pass-through
entities.

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

2. The financial management system records and
displays:

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)
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Yes

No*

N/A

Green
Book
Objective

Green Book

_Component
Green Book

Principle

Additional
References

a. pending authorizations;

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

b. current obligations;

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)

c. unobligated balances;

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)

d. agency owned assets;

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

e. expenditures by award,

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

f. interest earned on grant funds; and

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

g. program income.

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(1)/(3)

3. The financial transactions can be distinguished
between sources of funding (i.e., federal and
state).

Compliance

Control
Activities

Design Activities

for the Information
System

§200.302(b)(1)/(3)

4. The financial management system allows for
comparison of line-item expenditures with
budgeted amounts for each individual grant.

Compliance

Control
Activities
Design Activities
for the Information
System

§200.302(b)(5)
§200.308(b)

5. Award monitoring is regularly carried out by
competent grant personnel.

Compliance

Control
Activities

Design Control

Activities

§200.302(b)(5)
§200.308(b)
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book References
Objective . .
Principle
6. For potential costs where it is difficult to
determine the reasonableness or allocability of
. . . Control
any portion of the cost, prior written approval of L
. g . Activities
the cognizant agency for indirect costs or the Compliance | —————— §200.407
. . . Design Control
federal awarding agency has been received in o
) . Activities
advance of the incurrence of special or unusual
Ccosts.
. . Control
7. The length of time between the disbursement of .
e . . Activities 31 CFR §205.
funds and the agency's reimbursement request is Compliance | ——7——
. . . Design Control 11(2)§205.33(a)
as short as administratively possible. o
Activities
Control
a. Supporting documentation exists for all Compliance Activities
cash drawdowns. P Design Control
Activities
b. If the program has an approved clearance Control
pattern in the Treasury State Agreement, Compliance Activities 31 CFR §205
disbursements comply with the agreed- P Design Control Subpart A
upon requirements. Activities
Reporting requirements
8. Up-to-date written procedures define reporting ACop t.r(.)l
. P . . ctivities
requirements and submission deadlines are Compliance | —————~——— §200.328-329
: Design Control
clearly communicated. o
Activities
9. All financial information reported to the grantor
Control
or sub-grantor can be supported by the o
f . . Activities
accounting system and all reports are reviewed Compliance | ———F7—— §200.328
. . . Design Control
and approved by supervisors prior to their o
bpt Activities
submission.
Information &
10. Programmatic reports are prepared by employees . Communication
directly involved with the grant program. Compliance Use Quality §200.329
Information
Information &
a. All reports are reviewed apd approved by Compliance Commumcgtlon §200.329
supervisors prior to submission. Use Quality
Information
Information &
b. Programmatic performance reports tie to . Communication
financial reporting. Compliance Use Quality §200.329
Information
. o . Control
11. ert.ten policies define the record retention Compliance Environment §200.334
requirements. Implement Control
Activities




STATE OF ILLINOIS

OFFICE OF COMPTROLLER
SECTION INTERNAL CONTROLS PROCEDURE - PAGE NO.
64 of 133
SUB-SECTION SECTION 2 SUPPLEMENT EFFECTIVE DATE
September 21, 2022
PROCEDURE INTERNAL CONTROL REVIEW CHECKLIST REVISION NUMBER
23-001
Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
ot Green Book References
Objective . .
Principle
12. For each fund used by the agency receiving cash
or non-cash assistance from the federal .
. Information &
government, other governmental units, and Communication
private organizations, up-to-date policies and Operations —ommuicalion SAMS 27.20.63
. Use Quality
procedures exist to ensure the Grant/Contract Information
Analysis (Form SCO-563) submitted to the
Comptroller properly reflects:
Information &
a. all federal assllstance, both monetary and Operations Commumcgtlon SAMS 2720 63
nonmonetary; Use Quality
Information
Information &
. . Communication
b. all pass-through funds; and Operations ~ Use Ouality Quality SAMS 27.20.63
Information
Information &
c. all federal funds transferred to other Operations Communlca'ltlon SAMS 27.20.63
departments Use Quality
Information
13. For each fund receiving cash or non-cash
assistance from another state fund, are up-to-date Information &
policies and procedures in place to ensure the . Communication
Interfund Activity - Grantee Agency (Form Operations Use Quality SAMS 27.20.63
SCO-567) submitted to the Comptroller properly Information
reflects:
Information &
a. all federal ass.lstance, both monetary and Operations Commumcgtlon SAMS 27.20.63
nonmonetary; Use Quality
Information
Information &
. . Communication
b. all pass-through funds; and Operations ~Use Ouality Quality SAMS 27.20.63
Information
Information &
c. all federal funds transferred to other . Communication
departments? Operations Use Quality SAMS 27.20.63
Information
Agency as a Pass-through
1. Subrecipient activities are monitored frequently o
enough to provide reasonable assurance of their Compliance #OHII\EILTL §200. (d)
compliance with the terms and conditions of the P er ngﬁvgingsormg 30 ILCS 708
grant agreement.
2. The av&./ardmg agency monitors all recipients to Compliance Monitoring §200.207
ensure:
Monitoring
a. reporting requirements are met; Compliance | Perform Monitoring §200.332 (d)

Activities
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- Green Book References
Objective . .
Principle
Monitoring
b. reports are received on time; and Compliance | Perform Monitoring §200.332 (d)
Activities
c. reporting noncompliance results in the Monitoring
recipient's placement on Grantee Compliance | Perform Monitoring §200.332 (h
Compliance Enforcement System. Activities
: s ) Monitoring
3. Reports received from subrecipients are Compliance | Perform Monitoring §200.332 (d)
reviewed for accuracy and completeness. Activities
: . o ) Monitoring
4. Unusual items foynd dgrmg the monitoring Compliance | Perform Monitoring §200.332 (d)
process are fully investigated. Activities
5. The awarding agency bills subrecipients for the Cop t.r(.)l
. Activities
refund of overpayments as soon as they are Compliance | ———F~——— §200.346
Design Control
detected. o
Activities
Control
6. The awarding agency initiates the Comptroller's . Activities
offset system for any uncollectible funds. Compliance Design Control 30 ILCS 705-6
Activities
L , Control
7. Advance funding limited to the grantee's actual Activities
immediate cash needs are only allowed for Compliance | ———+——— Al §200.305
. ) Design Control
subrecipients that: o
Activities
a. maintain up-to-date written procedures that Control
minimize the time elapsing between the . Activities
receipt and disbursement by the non-federal Compliance Design Control §200.303
agency; and Activities
Control
b. meet the financial management standards of . Activities
2 CFR § 200.302. Compliance | 50 o Control §200.303
Activities
Control
8. If the agency cannot meet the criteria for . Activities
advance payments, the pass-through must: Compliance Design Control 3200305
Activities
Control
a. document the non-federal agency lacks . Activities
sufficient working capital; Compliance Design Control §200.303
Activities
b. limit the advance working capital payment Control
to initial start-up costs and normal monthly Compliance Activities 44 111. Admin. Code
grant expenses, not to exceed two months; P Design Control 7000.120
and Activities
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Green Component Additional
Objective/Control Yes | No* | N/A Book WEBW References
Dy Principle
L . . Control
c. after initial cash working capital advance, L .
the non-federal agency is only reimbursed Compliance ])A.Lcltlestl 44 Ill%ggﬂgbcwe
for actual cash disbursements. ezfgvi t(i):Sro ’

Objective 3: Award recipients maintain sound organization and management techniques, along with acceptable accounting

systems, to ensure proper and efficient administration of awarded grants.

Agency as a Recipient

1. Appropriations for grant funding are properly
aligned to 4400, 4900, or 1900 line items.

Operations

Control
Activities

Design Control

Activities

2. The accounting system provides for the
accumulation and recording of grant
expenditures.

Compliance

Information &

Communication

Use Quality
Information

§200.400(d)

3. Matching funds are:

Compliance

Control
Activities

Design Control

Activities

§200.306(b)

a. verifiable;

Compliance

Control
Activities

Design Control

Activities

§200.306(b

b. allowable; and

Compliance

Control
Activities

Design Control

Activities

§200.306(b)

c. notreported as part of any other award.

Compliance

Control
Activities

Design Control

Activities

§200.306(b)

4. Matching requirements met by in-kind
contributions are:

Compliance

Control
Activities

Design Control

Activities

§200.306(e)/(j)

a. fully documented; and

Compliance

Control
Activities

Design Control

Activities

§200.306(e)/(j)

b. reported at their fair market value or the
prevailing wage rate.

Compliance

Control
Activities

Design Control

Activities

§200.306(e)/(j)




STATE OF ILLINOIS
OFFICE OF COMPTROLLER

SECTION

SUB-SECTION

PROCEDURE

INTERNAL CONTROLS

SECTION 2 SUPPLEMENT

INTERNAL CONTROL REVIEW CHECKLIST

PROCEDURE - PAGE NO.
67 of 133

EFFECTIVE DATE
September 21, 2022

REVISION NUMBER
23-001

Objective/Control

Yes

No*

N/A

Green
Book
Objective

Green Book

_Component
Green Book

Principle

Additional
References

Income generated through grant funds are:

Compliance

Design Control

Control

Activities §200.307

Activities

a. collected and recorded as required by
federal, state and grant guidelines; and

Compliance

Design Control

Control

Activities §200.307

Activities

b. spent on current program costs or deducted
from future funding draws.

Compliance

Design Control

Control

Activities §200.307

Activities

There are documented up-to-date procedures to
ensure that selected items of cost have been
reimbursed by the grantor or sub-grantor.

Operations

Design Control

Control

Activities §200.420 - 476

Activities

Agency as a Pass-through

All sub-recipient budget proposals are reviewed
for compliance with terms and conditions
specific to the individual grant and Subpart E,
Allowable Costs.

Operations

Design Control

Control
Activities

Activities

Funding used to meet matching requirements:

Operations

Design Control

Control

Activities §200.306

Activities

a. is obtained (or budgeted) prior to expending
any grants with matching requirements;

Operations

Design Control

Control
Activities §200.306(b)(e)/(})

Activities

b. is verifiable;

Operations

Design Control

Control
Activities §200.306(c)/(j)

Activities

c. allowable; and

Operations

Design Control

Control
Activities §200.306(c)/(})

Activities

d. not reported as part of any other award.

Operations

Design Control

Control
Activities §200.306(c)/(j)

Activities

Matching requirements met by in-kind
contributions are:

Compliance

Design Control

Control
Activities §200.306(e)/(j)

30 ILCS 105 & 708

Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book References
Objective . .
Principle
Control
) . Activities .
a. fully documented; and Compliance —Design Control §200.306(e)/(j)
Activities
Control
b. reported at their fair market value or the . Activities .
prevailing wage rate. Compliance Design Control §200.306(e)/(3)
Activities
. . . Information &
4. Ensure sub-recipient accounting systems provide Communication
for the accumulation and recording of grant Compliance | ————~—7—— §200.400(d)
. Use Quality
expenditures. .
Information
Control
. . Activities
5. Income generated by a grant award is: Compliance —Design Conirol §200.307
Activities
Control
a. collected and recorded as required by . Activities
guidelines; and Compliance Design Control §200.307
Activities
Control
b. spent on current program costs or deducted . Activities
from future funding draws. Compliance Design Control 3200.307
Activities
Control
6. Sub-recipients have documented up-to-date . Activities
. Operations | ————~————
procedures: Design Control
Activities
Control
a. to 1ndependentl.y monitor the progress of all Operations Acthltles §200.307
grant programs; and Design Control
Activities
b. to ensure that selected items of cost have Acc(t)il\l/tirt(i)elzs
been reimbursed by the grantor or sub- Operations | —————— §200.307
Design Control
grantor. R
Activities
Objective 4: Allowable costs are necessary, allocable, and reasonable for the performance of the award.
Agency as a Recipient
Control
1. Assigned grant personnel review all program . Activities
expenditures: Compliance Design Control §200401()
Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
. . Green Book References
Objective Lol
Control
. . . . Activities
a. against selected items of cost; Compliance Design Control §200.401(a)
Activities
Control
. . . . Activities
b. program-specific requirements; and Compliance —Design Control §200.401(a)
Activities
Control
. Activities
c. conformance to the approved budget. Compliance Design Control §200.401(a)
Activities
. . . . Control
2. Timekeeping records support the time allocation Activities
of all employees working on grant-funded Compliance | ——F~——— C ] §200.430(1)
rojects Demgq .c.)ntro
P ’ Activities
3. The computation and reporting of depreciation Acc(t)iI\l/tirt(i)els
and/or use charges is done in accordance with Compliance | ————F—~————F §200.436
. . Design Control
Uniform Guidance. Activities
Agency as a Pass-through
1. Disbursements are made upon receipt and cost Accct)ilxlztirt(i);s
verification of advance/reimbursement requests; Compliance Desion Control §200.305
requests are approved by assigned personnel. Afc; tivitics
Control
2. Sub-recipients are only reimbursed for allowable Operations Act1v1tles §200.403
costs. Design Control
Activities
3. Sub-recipient grant personnel review all program Acc(t)iI\l/tirt(i)els
expenditures against selected items of cost and Compliance | —+——— §200.401(a)
. ) Design Control
program specific requirements. Activities
4. Sub-recipient timekeeping records support the Accct)il\l/tirt(i)elzs
time allocation of all employees working on Compliance | ——+——— §200.430(1)
rant-funded projects Design Control
& ’ Activities
5. Sub-recipients compute and report depreciation an t.r(.)l
. . . . Activities
and/or use charges in accordance with Uniform Compliance | —~——— §200.436
Guidance Demgq antrol
) Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book References
Objective . .
Principle
Objective 5: Award recipients negotiate indirect cost rates or assess cost allocation plans annually.
Agency as a Recipient
A cost allocation plan or an indirect cost rate has Acc(t)il\l/tirt(i)elzs
been developed and properly approved by the Compliance | ————F—~——— §200.414(e)
federal cognizant agency DeSIgn antrol
) Activities
Control
Indirect cost rates are properly applied with the . Activities
approved base. Compliance Design Control §200.414(¢)
Activities
Control
The treatment of costs as either direct or indirect . Activities
is consistently applied. Compliance Design Control 3200412
Activities
Agency as a Pass-through
Up-to-date writter'l policies and procedures to . ACc(t)iI\l/tirt(i)els §200.332(a)(4)/
ensure all sub-recipients have made an annual Compliance | ——————
L o Implement Control GATA
election in the central indirect cost rate system. Activiti
ctivities
The agency has assigned a subject matter expert Control
for indirect cost rate negotiation who provides Compliance Activities §200.332(a)(4)
technical assistance to subrecipients for rate P Implement Control /GATA
negotiation. Activities
Control
The indirect cost rate subject matter expert Compliance Activities §200.33
approves rates on a timely basis. P Implement Control 2(a)(4)/GATA
Activities
Subrecipient invoices are verified to ensure that an t.r(.)l
the elected indirect cost rate has been properly Compliance —_Activities §200.33
. Design Control 2(a)(4)/GATA
applied. o
Activities
Objective 6: Grant-financed property and equipment is properly maintained, safeguarded, and accounted for.
Agency as a Recipient
All property and equipment acquired under a Control
federal, state, or other source award are managed . Activities
in accordance with federal, applicable State Compliance Design Control §200.313(b)
requirements, or grantor requirements. Activities
All federallyfunded property and equipment are Control
inventoried at least biennially, and other grant . Activities
funded equipment is inventoried at least Compliance Design Control §200313 (d)2)
annually. Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book —Component Additional
- Green Book References
Objective Lol
Control
3. The equipment inventory listing includes all . Activities
required attributes. Compliance Design Control §200.313 (d)()
Activities
Agency as a Pass-through
1. The awarding agency monitors property and Accct)il\l/tirt(i)els
equipment purchases to ensure they are properly Compliance Desion Control §200.313(c)-(e)
accounted for and used for the stated purpose. A% tivitics
2. The awarding agency monitors to ensure all Control
grant-funded property and equipment is Activities
inventoried at least biennially, and other grant Compliance Desion Control §200.313 (d)(2)
funded equipment is inventoried at least A§ tivitics
annually.
. . Control
3. The awarding agency monitors to ensure the Activities
equipment inventory listing includes all required Compliance —Design Control §200.313 (d)(1)
attributes. Activities
Objective 7: Procurement procedures comply with accepted standards.
Agency as a Recipient
1. The agency follows required policies and Aan t.r(.)l
procedures for procurements regardless of the Compliance __Activities §200.317 & §200.326
fundi Implement Control
unding source. Activities
Objective 8: Prompt and appropriate grant close-out actions are taken.
Agency as a Recipient
Control
1. Up-to-date written procedures outline: Compliance —Activities §200.344 & §200.346
Implement Control
Activities
Control
a. the steps necessary to close out the award; Compliance Activities §200.344 & §200.346
and Implement Control ’ '
Activities
Control
b. the deadlines to submit all reports and Compliance Activities §200.344 & §200.346
refunds due. Implement Control ’ '
Activities
Control
2. Treatment of federally-funded assets adheres to .
the post closeout requirements given in the grant Compliance —_Activities §200.313(b) &
t Implement Control §200.34 4(f)
agreement. Activities
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Green Green Book
Objective/Control Yes | No* | N/A Book WECTHEONC o
- Green Book References
Objective . .
Principle
3. Permission is obtained prior to grant close Co'nt.r(.)l
regarding future use of federally funded Compliance —Activities
. t Implement Control
equipment. Activities
Agency as a Pass-through
Control
. . . Activities
1. Up-to-date written procedures outline: Compliance Tmplement Control §200.344
Activities
Control
a. the steps necessary to close out a State, . Activities
federal, or federal pass-through award,; Compliance Implement Control 3200.344
Activities
Control
b. the deadlines to submit all reports and . Activities
refunds due; and Compliance Implement Control §200.344
Activities
c. the remedies available to the grantor or sub- Co'nt.r(.)l
grantor for noncompliance and/or non- Compliance —_Activities 30 ILCS 705-6
Implement Control
payment of funds due. Activitics

required by federal and state law.

Objective 9: Financial and compliance audits of recipient and sub-recipient activities are carried out with the frequency

Agency as a Recipient

properly trained,

Activities

Control
1. Up-to-date written procedyres outline steps to be Compliance Activities §200.511
taken regarding audit findings. Implement Control
Activities
Control
2. Asmgnﬁ:d perspnnel track progress and ensure Operations Activities §200.511
corrective actions are taken. Implement Control
Activities
Agency as a Pass-through
Control
1. Up-to-date written policies and procedures Compliance Activities §200.332
ensure: Implement Control
Activities
a. all audit requirements are properly . —_Monitoring__
. ! Compliance | Perform Monitoring
communicated to all grantees; Activities
b. audit cases are properly created for the . —Monitoring_
\ . Compliance | Perform Monitoring
agency's grantees, Activities
c. all subject matter experts (SMEs) are . M.—
Compliance | Perform Monitoring
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23-001
Green Green Book
Objective/Control Yes | No* | N/A Book WECTHEONC o
- Green Book References
Objective . .
Principle
d. consolidated year-end financial report Monitoring
(CYEFR) reconciliation is completed on a Compliance | Perform Monitoring
timely basis; Activities
e. acceptance/rejection of corrective action . —_Monitoring
. . . Compliance | Perform Monitoring
plan (CAP) is completed on a timely basis; Activities
f.  SMEs have been identified for each . __Monitoring
. . ) Compliance | Perform Monitoring
programmatic area to approve/reject CAPs; Activities
: : : Monitoring
g. fjhi a\.;vardmg agency monitors audit due Compliance | Perform Monitoring
ates; Activities
h. Management Decision Letters are issued . —Monitoring | §700.332(d) (3) and
timely: and Compliance | Perform Mppltorlng §200.521
Y Activities :
Information &
i. timely utilization of the Grantee Communication
Compliance Enforcement System (GCES) Compliance Design Control §200.339
or other system as required. Communicate
Externally

Objective 10: Sub-award eligibility requirements clearly define the qualifications necessary to receive federal or state funding.

Agency as a Monitoring Agency

Activities

1. Subrecipients have written grant management Aco,nt,r(,)l
policies which meet or exceed the requirements Compliance = Ctlv:tées — GATA
set out in 2 CFR 200, as adopted by GATA. mp Zme.“. ~ontro
ctivities
2. Subrecipient entities maintain sound Monitori
- : onitoring
organizational, budgeta}'y, and ac;countlng Compliance | Perform Monitoring §200.400(a)
systems that are periodically reviewed and Activities
evaluated. o
3. Subrecipients use their own up-to-date
documented procurement procedures which Control
conform to applicable federal law and the Compliance Activities §200.318-320 &
applicable State regulations. Subrecipients that P Design Control §200.317-320
are State agencies follow State procurement Activities
procedures.
4. Subrecipients properly maintain, safeguard, and an t.r(.)l
account for grant funded property and Compliance w §200.313(c)-(e)
equipment Design Control '
) Activities
5. Subrecipient organizations are subject to Compliance %(%.— §200.332(f) &
periodic and timely audits. P erioim vionrorng §200.504
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Objective/Control Yes | No* | N/A Book —Component Additional
Objective Gre‘en ]‘300k References
Principle
- . Control
6. Subrecipients have established up-to-date Activities
procedures to collect, account for, and use Operations | ————~———— §200.307
: Design Control
program income. Activities
7. Subrecipients are registered and active in the Compliance % 30 ILCS 708
GATA Grantee Portal. rtivines GATA
Control
8. Subrecipients have completed all required Compliance Activities 30 ILCS 708
reporting in the Grantee Portal, including: P Design Control GATA
Activities
Control
a. registration; Compliance M 30 ILCS 708
> Design Control GATA
Activities
Control
b. pre-qualification; Compliance —Actlv1tles 30 ILCS 708
’ ’ Design Control GATA
Activities
Control
c. internal control questionnaire (ICQ); Compliance —Degzﬁvcltéistrol 30 g‘AC,E A7 08
Activities
Control
oo . . Activities 30 ILCS 708
d. indirect cost rate election; and Compliance —Design Control GATA
Activities
Control
e. audit report review management system. Compliance —Actlvmes 30 ILCS 708
) Design Control GATA
Activities
Control
9. The agency has assigned SMEs for the following Compliance Activities 30 ILCS 708
areas: P Design Control GATA
Activities
Control
a. registration/pre-qualification; Compliance —Actlv1tles 30 ILCS 708
’ Design Control GATA
Activities
Control
. Activities 30 ILCS 708
b. 1CQ; Compliance Design Control GATA
Activities
Control
c. indirect cost; and Compliance —Act1v1t1es 30 ILCS 708
’ Design Control GATA
Activities
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Green
Book
Objective

Objective/Control Yes | No* | N/A

Green Book

_Component
Green Book

Principle

Additional
References

d. audit report review. Compliance

Control
Activities

Design Control

Activities

30 ILCS 708
GATA

10. Subrecipients can support all funding requests

. . ration
with actual expense documentation. Operations

Control
Activities

Design Control

Activities

Objective 11: Awarding entities administer their awards in compliance with GATA requirements.

Agency as an Awarding Agency

1. The Catalog of State Financial Assistance

(CSFA) includes: Compliance

Information and

Communication

Communicate
Externally

30 ILCS 708
GATA

a. all direct federally funded programs; Compliance

Information and
Communication

Communicate

Externally

30 ILCS 708
GATA

b. all state grant programs; Compliance

Information and

Communication

Communicate
Externally

30 ILCS 708
GATA

c. all subawards for state grant programs; Compliance

Information and

_Communication

Communicate
Externally

§200.305(b)(3)

d. all subawards for federal pass-through

programs; and Compliance

Information and

Communication

Communicate
Externally

§200.305(b)(3)

e. the identification of all approved

. Compliance
exceptions.

Information and
Communication
Communicate
Externally

§200.305(b)(3)

2. Up-to-date written policies and procedures exist

. . Compliance
to ensure the CSFA universe is complete. P

Control
Activities

Design Control

Activities

30 ILCS 708
GATA

3. A reconciliation methodology is in place to

ensure the CSFA universe is complete. Compliance

Control
Activities

Design Control

Activities

30 ILCS 708
GATA
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11. INFORMATION TECHNOLOGY
FCIAA Reference: 30 ILCS 10/Article 3

Green Green Book
COBIT

A. Administration - Objectives/Controls | Yes | No* | N/A NIST Rev. 5 Book Component
2019 . . Green Book

Objective et
Principles

Objective 1: Ensure the agency establishes effective Information Technology (IT) governance over its information technology
and data.

1. Adequate up-to-date information Control
technology policies and procedures exist, APOO1.03 800-53 - AC-1; Activities
including, but not limited to, the ’ PL-1 Implement
following: Control Activities
Control

Activities
Implement

Control Activities

Control
Activities
Implement

Control Activities

Control
Activities
Implement

Control Activities
Control

d. software copyright laws; APO01.03 800-53 - CM-10 | Operations __Activities

Implement

Control Activities
Control

€. user access; APO001.03 | 800-53 - AC-2 | Operations |—Activities

Implement

Control Activities
Control

f. access control for mobile devices; APO01.03 800-53 - AC-19 | Operations __Activities

Implement

Control Activities
Control

g. network security; APO01.03 800-53 - SI-1 Operations —Activities

Implement

Control Activities
Control

h. internet security; APO01.03 800-53 - SI-1 Operations __Activities

Implement

Control Activities

Control
Activities
Implement

Control Activities

Operations

a. information system security policy; APO01.03 800-53 - PL-2 Operations

APO01.03 800-53-CA 2;

b. data privacy policy BAI03.01 SI-1

Operations

800-53 - CP-9;

c. backups, restore, and retention; APO14.09 CP-10

Operations

800-53 - SI-3;

1. virus prevention; APO01.03 AC-19

Operations

*Indicate "P" in "No" Column to Signify Partial Compliance.
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REVISION NUMBER

23-001

A. Administration - Objectives/Controls

Yes

No*

N/A

COBIT
2019

NIST Rev. 5

Green
Book
Objective

Green Book

_ Component
Green Book

Principles

encryption;

APO01.03

800-53 - SC-8

Operations

Control
Activities
Implement

Control Activities

security and control of confidential
information;

AP0O03.02

800-53 - SC-8

Operations

Control
Activities
Implement

Control Activities

laptop security;

APO01.03

800-53 - PE-1

Operations

Control
Activities
Implement

Control Activities

Bring Your Own Device (BYOD);

APO01.03

800-53 - AC-20

Operations

Control
Activities
Implement

Control Activities

wireless access;

APO01.03

800-53 - AC-18

Operations

Control
Activities
Implement

Control Activities

remote access;

APO001.03

800-53 - AC-17

Operations

Control
Activities
Implement

Control Activities

if applicable, a work from home
policy; and

APO01.03

800-53-AC-17

Operations

Control
Activities
Implement

Control Activities

formal computer-use policy.

APO01.03

800-53 - PL-2;
PL-4

Operations

Control
Activities
Implement

Control Activities

if applicable, an authority and
processing of personally identifiable
policy.

APO01.03

800-53 - PT-2;
PT-3; PT-4;
PT-21

Operations

Control
Activities
Implement

Control Activities

2. The agency has established IT roles and
responsibilities.

APO01.05

800-53 - PS-1

Operations

Control
Environment
Establish
Structure,
Responsibility,
and Authority

3. IT staffing is at adequate levels.

APO07.01

800-53 - PS-1

Operations

Control
Environment
Establish
Structure,
Responsibility,
and Authority

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
A. Administration - Objectives/Controls | Yes | No* | N/A COBIT NIST Rev. 5 Book SCupoen
2019 ot Green Book
Objective . .
Principles
Control
L Environment
4. JOb. desprlptlons are documented and APO07.02 800-53 - PS-1 Operations Demonstrate
maintained. .
Commitment to
Competence
Control
Activities
3. AILIT employees are adequately APO01.05 | 800-53-PS-1 | Operations Design
supervised. Activities for
the Information
System
Control

6. IT employees are independent of user Activities
departments and do not initiate or 800-53 - PS-1; . Design
authorize transactions unless instructed DSS06.02 AC-5 Operations Activities for
to do so by a user department. the Information

System

7. Sensitive applications are limited to Monitorin
specific IT personnel whose work is BAI03.01- _WL
more closely monitored or are 03; 800-53 - IA-2 Operations Monitorin
periodically rotated among various IT BAI03.05 ontoring

Activities
personnel.

8. Segregation of duties exists between end Control
user support, application programming, ) L
systems administration, database APOO01.05 800-53 - AC-5; Operations Actwltles

- CM-5 Design Control
administrators, network, and Activities
database/backup personnel.

. o Information and

9. Senior leadership is aware/approves new Communication
systems and/or modifications of current APOO01.04 800-53 - CM-3 Operations —CTMUNICAION.

Communicate
systems.
Internally
Control
10. A long-range IT plan has been AP%(;Z.'O} A];t;;/ilg:s
gi\e/eluol[;%alssi Sln effect, and is updated on APO04.03- 800-53 - CA-5 Operations Activitios for
£ ’ 05 the Information
System
Control

11. An effective internal audit presence is APO12.04: . Environment

active within the IT department. BAIO1.05 800-53 - AU-6 Operations Enforce
Accountability

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
A. Administration - Objectives/Controls | Yes | No* | N/A COBIT NIST Rev. 5 Book SCupoen
2019 - Green Book
Objective . .
Principles
. . . Control
12. If third party service providers are used Activiti
to process transactions or store data, a APO10.03 ]gesi :S
written agreement (terms of service) MEAO02.01; 800-53 - SA-9 Operations Jesis
. . Activities for
exists to define responsibilities and DSS06.02 .
. . . . the Information
informational security requirements.
System
13. The agency has a process in place to o
obtain and review the SOC report and 800-53 - MA-1: Monlftormg
bridge letter for weaknesses on a regular MEAO02.01 > | Operations Perform
basis, including, but not limited to, a SA-4 Monitoring
as.ls, me g > Activities
review of the:
Control
Activities
e cn i . Design
a. report's opinion; MEAO02.01 800-53 - MA-1 Operations Activities for
the Information
System
Control
Activities
b. exceptions, if any, in the report; MEA02.01 | 800-53-MA-1 | Operation Design
. exceptions, y, e report; . perations |\ Lol for
the Information
System
Control
c. complementary user agency controls Activities
and whether the agency has these . Design
controls in place and if the controls MEA02.01 800-53 - MA-1 Operations Activities for
are operating effectively; and, the Information
System
Control
d. sub-user complementary user agency Activities
controls and whether the agency has . Design
these controls in place and if the MEA02.01 800-53 - MA-1 Operations Activities for
controls are operating effectively. the Information
System
14. If the agency has enough Risk
sensitive/confidential data to warrant a EDMO03.01: Assessment
risk assessment and it has been o 800-53 - RA-3 Operations | Identify, Analyze,
. o APO12.02
performed, a risk mitigation plan has and Respond to
been established. Risks
15. The agency has established a formal data 800-53-PM-5; Risk
classification methodology and has APO01.07 PM-22: PT-2; | o .o dAs'se$elnt‘
classified all of its data, electronic and APO14.03 RA-2; CM-13; p Identify, Analyze,
. and Respond to
hard copy, to ensure adequate protection MP-2 Risks

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
A. Administration - Objectives/Controls | Yes | No* | N/A COBIT NIST Rev. 5 Book SCupoen
2019 - Green Book
Objective . .
Principles
Control
Activities
16. All confidential and sensitive data are DSS06.06 800-50 - PT-7 Operations ].De'S}gn
protected. Activities for
the Information
System
Control
17. If the agency accepts credit card Activities
payments, the agency is aware of the AP006.01 800-53 - PS-7, Overations Design
Payment Card industry (PCI) Data DSS01.02 SA-9 P Activities for
Security Requirements. the Information
System
a. The agency has completed ) _Monitoring
appropriate PCI DSS Self- DSS01.02 800-53 - PS-7; Operations Perform
Al ment Questionnaires (SAQs) SA-9 Monitoring
Ssess ) Activities
Monitoring |
b. The agency is in compliance with 800-53 - PS-7, . Perform
PCI requirements. DSS01.02 SA-9 Operations Monitoring
Activities
Control
Activities
c. The agency has a way to track the Desion
dollar amount and number of APO01.02 800-53 - SI-12 Operations Activi tigs for
transactions processed. .
the Information
System
d. Ifany of the agency's resources are Control
in contact with or utilized to store, Activities
process, or transmit cardholder data, DSS01.02; . Design
the agency has a detailed written APO09.05 800-53 - SI-12 Operations Activities for
description of the process, including the Information
data flows and storage. System
18. If thf: agency rel'les on th1rd-part}v/ Control
servicers including the Treasurer's E-pay Activities
programt for a.cttceptmg credlttcard APO06.01: §00.53 - SAL Onerat Design
payments, written agreements are ' DSS01.02 -53 - SA- perations |\ s for
maintained and servicer compliance with the Information
Payment Card Industry (PCI) Data Svstem
Security Requirements has been verified. Y
19. The agency has established a formal
Security A. traini Control
Security Awareness training program, SP 800-53 - ' Environment
including privacy of personally APO13.02 } Operations |———F——
. . . h AT-1; AT-2 Enforce
identifiable information for new and .
- Accountability
existing employees and contractors.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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23-001
Green Green Book
A. Administration - Objectives/Controls | Yes | No* | N/A COBIT NIST Rev. 5 Book SCupoen
2019 - Green Book
Objective . .
Principles
Control
20. On the agency’s external facing website, —EDI:I;ILOI?SIEEE:
there is information about the agency’s BAI08.03 800-53-PM-20 Operations .
- Commitment to
privacy program Integrity and
Ethical Values
Green Green Book
B. Operations - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book _Component
2019 - Green Book
Objective . .
Principle
Objective 2: Ensure proper controls exist to protect the agency from data loss.
Control
1. The agency has developed a process to DSS03.04: ' Activities
document, analyze, and resolve computer 800-53 - MA-1 Operations | —~————~————
. MEAO02.04 Design Control
operating and network problems. Activities
2. Procedures are in place to monitor Control
application software, operating system DSS04.08; 800-53 - CP-1; Overations Activities
software, and data files to ensure they are BIA03.02 CP-9 p Design Control
backed up on a routine basis. Activities
3. If the backups are performed by a
hosting agency, there is a procedure or Information and
communication between the hosting DSS01.02 800-53 - CP-9; Overations Communication
agency and the agency for the DSS04.07 SA-9 p Communicate
verification and testing of backups being Externally
performed.
. Monitoring
* g::kagzn:r}; }tl)zsirf pr::)rclg)srsrrigdvzrrlg};n DSS01.02 800-33 - CP-L; 1 5 rations Perform
UPS are bemng perl DSS04.07 CP-9 P Monitoring
proper working condition. Activities
. Monitoring
: gzltl:kigesnccgnltl:isn?npr(s):r?:istit\?eviflrflgmation AP0O07.06; 800-33 - CP-9; Operations Perform
P J DSS04.07 PT-7 p Monitoring
are encrypted. Activities
Control
Activities
6. The agency has developed a formal Desion
contingency plan or disaster recovery DSS04.03 800-53 - CP-2 Operations Activi tigs for
plan. the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
B. Operations - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book —Component
2019 - Green Book
Objective . .
Principle
a. The contingency plan or disaster an t'rc')l
. Activities
recovery plan includes recovery of Desion
all the agency's critical applications DSS04.03 800-53 - CP-2 Operations _eS1g
. . . Activities for
and systems, including detailed .
recOVery SCripts the Information
Ty SCIpLs. System
b. The contingency plan or dlsaste? ' Monitoring
recovery plan has been tested within DSS04.06: Porform
the past 12 months. If unsuccessful, o 800-53 - CP-4 Operations -
. . . DSS04.05 Monitoring
the issues were resolved in a timely .
Activities
manner.
Control
c. The agency has established a process Activities
to update the IT contingency or DSS04.05: . Design
disaster recovery plan after each test DSS04.06 800-53 - CP-2 | Operations |, ;o sics for
or, at least, annually. the Information
System
7. ?f the agency is a user of DolT, an Conirol
interagency agreement adequately A
, . Activities
addresses the user agency's prescribed Desion
requirements and available security APO09.04 800-53 - SA-9 Operations Activi tigs for
mechanisms to protect the security, .
L : L the Information
processing integrity, availability, and System
confidentiality of its systems and data. y
a. The agency has a procedure in place Monitoring
to review and monitor the services 800-53 - SI-4; . Perform
provided via the interagency APO09.03 SA-9 Operations Monitoring
agreement. Activities
Control
Activities
b. The agency has submitted a list of . Design
critical applications to DolT. DSS01.03 800-53 - CM-8 Operations Activities for
the Information
System
c. The agency has a formal framework Cpntrol
identifying and assigning 800-53-CA-1; . Environment
cybersecurity responsibilities for APO 01.05 PL-2 Operations ﬁ?:béﬁzli;?c‘zﬁ
both parties. pAuthoritg,

8.  The agency has developed a procedure Control
and documentation standards for the BAI09.03 800-53-PM-30; Overations Activities
wiping and sanitization of IT equipment ' PT-2 p Design Control
prior to removal from the agency. Activities
a. The agency has ensured the wiping Control

took place at the agency or by a 800-53-PM-30; . Activities
proper vendor with receival of the BAI09.03 PT-2 Operations Design Control
appropriate documentation. Activities

*Indicate "P" in "No" Column to Signify Partial Compliance.
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23-001
Green Green Book
B. Operations - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book —Component
2019 - Green Book
Objective . .
Principle
b.  The procedure has ensured the IT Control
equipment has been overwritten at 800-53-PM-30; . Activities
least 3 time or by physically BAI09.03 PT-2 Operations Design Control
destroying the hard drive. Activities
c. The agency has ensured the
documentation of wiping contains:
(i) the serial number of the IT Control
equipment (ii) the name of the 800-53-PM-30; . Activities
overwriting software used, and (iii) BAI09.03 PT-2 Operations Design Control
the name, date, and signature of the Activities
person performing the overwriting
process.
Control
Environment
9. The agency has developed an agency DSS06.03 800-53-PM-18 Operations Establish
wide privacy program plan. Structure,
Responsibility,
and Authority
Control
10. The agency has established a Environment
cybersecurity policy that is available to 800-53-PL-1; . Establish
all employees and contractors and is APO.12.02 PL-2 Operations Structure,
acknowledged by them. Responsibility,
and Authority
Green Green Book
C. Security - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book S P en i
2019 Yo Green Book
Objective .
Principle

Objective 3: Ensure controls exist to safeguard the confidentiality, integrity, and unauthorized access of the data.

1. Ifthe agency has any ap.phcatlons. . Monitoring
/systems with confidential or sensitive Porform
information, the agency has requested a DSS05.01 800-53 - RA-5 Operations Monitorin
vulnerability scan (or other security test) Activi tiesg
to identify significant vulnerabilities. v

2. Management has evaluated and mitigated Risk
high-.risk security vulnerabilities B 800-53 - PL-1; ' As.sessment
identified as a result of a vulnerability APO13.02 RA-3 Operations | Identify, Analyze,
scan (or other security test). and lgsli’(ond to

1SKS

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
C. Security - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book SRCpoLon
2019 st Green Book
Objective . .
Principle
Control
. . Activities
Control activities are in place to protect 800-53 - AC-4: Desion
the confidentiality of transactions and DSS05.06 > | Operations eSS
. . . SC-8 Activities for
data at rest, in transit, and in use. .
the Information
System
Control
Management has procedures to evaluate Activities
transactions, including personally 800-53 - SI-10; . Design
identifiable information, for DS506.02 PM-22; SI-18 Operations Activities for
completeness, accuracy, and validity. the Information
System
Procedures exist to review access rights —g—MI?;}tg;?
on agency application and data, at least, DSS05.04 800-53 - AC-1 Operations -
. Monitoring
on an annual basis. o
Activities
The agency has established policies, Conirol
including change management, for A
. e . . Activities
internal applications. For agencies with Desian
applications managed by DolT, policies DSS06.03 800-53-AC-3 Operations eS8
. L Activities for
include procedures for communicating )
. . the Information
changes with them and expectation of
- System
agency monitoring.
Procedures exists to ensure staff access is Acc(t)ir\l/tirt(i);s
restricted to areas necessary fgr qu DSS05.05 800-53 - PE-3; Operations Tmploment
performance and require monitoring to PE-6 Control
detect unauthorized access. .
Activities
Control
Activities
Users are granted access only to ) -
programs and data necessary to perform DSS05.04 800-53 AC-3; Operations ]')e.s¥gn
= . AC-6 Activities for
their job functions. )
the Information
System
If the agency has a data center, adequate
security and alarm devices are used
. : . Control
including temperature, humidity, fire L

: ) Activities
detection and suppression controls, Desien
cardkey readers, and physical key door DSS01.05 800-53 PE-1 Operations Jes1g

. . Activities for
locks are in place and operating )

. . . the Information
effectively. Preparers of this checklist System
should consider performing a physical y
security risk assessment.

*Indicate "P" in "No" Column to Signify Partial Compliance.
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C. Security - Objective/Control

Yes

No*

N/A

COBIT
2019

NIST Rev. 5

Green
Book
Objective

Green Book

_ Component
Green Book

Principle

10.

Each user of the network is required to
have a unique User ID that is not shared
with others.

DSS05.04

800-53 - AC-2;
1A-2

Operations

Control
Activities
Design
Activities for
the Information
System

11

. Passwords or passphrases are required to

gain access to the network.

DSS05.04

800-53 - AC-1

Operations

Control
Activities
Design
Activities for
the Information
System

12.

The agency has established a password
and/or passphrase policy which includes
at a minimum:

DSS05.04

800-53 - AC-1;
IA-5

Operations

Control
Activities
Design
Activities for
the Information
System

a. apassword minimum length of 8
characters or more;

DSS05.04

800-53 - IA-5

Operations

Control
Activities
Design
Activities for
the Information
System

b. passwords to have special characters;

DSS05.04

800-53 - TA-5

Operations

Control
Activities
Design
Activities for
the Information
System

c. apassword change interval is 60
days or less;

DSS05.04

800-53 - IA-5

Operations

Control
Activities
Design
Activities for
the Information
System

d. ahistory of passwords and
passphrases maintained to prevent re-
use;

DSS05.04

800-53 - TA-5

Operations

Control
Activities
Design
Activities for
the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
C. Security - Objective/Control Yes | No* | N/A Cz(le;;T NIST Rev. 5 Book _p_(C}om DG
Objective reen BOOk
Principle
Control
Activities
e. apassphrase minimum length of at . Design
least 25 characters, if applicable; DSS05.04 800-53 - 1A-3 Operations Activities for
the Information
System
Control
f. passphrases are changed on an Activities
annual basis, upon User request or DSS05.04 |  800-53-1A-5 | Operations Design
upon a suggestion or evidence of Activities for
compromise, if applicable; and the Information
System
Control
Activities
g. limits on incorrect access attempts DSS05.04 800-53 - AC-7 Operations ].)e's¥gn
’ ' ’ Activities for
the Information
System
Control
13. Computers are logged-off or DSS05.03: A]gtelziltfs
screensavers activated after a defined ~ 7| 800-53 - AC-12 | Operations eS8
period of inactivity. DSS05.04 Activities fgr
the Information
System
Control
. Activities
14. The agency has established and Desion
implemented an up-to-date incident DSS05.07 800-53 - IR-6 Operations oS8
reporting procedure. Activities fgr
the Information
System
15. The agency has established and Control
implemented an up-to-date incident Activities
response plan. APO12.06 | 800-53-IR-8 | Operations Design
Activities for
the Information
System
16. Software and backup media is secured Control
appropriately and protected against Activities
damage such as exposure to excessive 800-53 - MP-4; . Design
cold ogr heat. b DS504.07 SI-12 Operations Activitigs for
the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Green Green Book
C. Security - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book SRCpoLon
2019 st Green Book
Objective . .
Principle
17. If not a DolT agency, all deskt(?p and Control
laptop computers are recorded in the Activiti
.- ctivities
agency's inventory records and has a tag APO12.05: Desian
or other marking. If'a DolT agency, all s 800-53 CM-8 Operations Jes1g
DSS05.03 Activities for
desktop and laptop computers are )
. - the Information
recorded in DolT's inventory records and
. System
has a tag or other marking.
18. The agency has established procedures to ACc(t)iI:/tirt(i)fl:s
immediately notify security personnel of . -
o . . 800-53-AU-6; . Design
any missing IT equipment to assess if the DSS05.06 Operations L
2 . . PM-5 Activities for
missing equipment may have contained )
o . the Information
confidential information.
System
Control
Activities
19. Nonpublic IT equipment is secured, and APO13.02; 800-53 - PE-2; Operations Design
unauthorized use is minimized. DSS05.03 PE-3 P Activities for
the Information
System
Control
Activities
20. Public IT equipment is secured, and 800-53 - PE-2; . Design
unauthorized use is minimized. DS505.03 PE-3 Operations Activities for
the Information
System
Control
. Activities
21. Files needed for future reference are -
. . . 800-53 - MP-4; . Design
adequately secured in compliance with DSS06.05 Operations .
the applicable record retention policy SI-12 Activities fgr
) the Information
System
22. Logging has been established to ensure Control
data integrity for applications allowing Activities
concurrent changes from multiple users 800-53 SC-1; . Design
and these logs are monitored on a routine DS505.02 AU-2 Operations Activities for
basis. the Information
System
23. Monitoring has been established for —_Monitoring
. . Evaluate Issues
regulatory, legal, environmental, and MEAO01.01 800-53-PM-31 Operations and Remediate
operational requirements. Deficiences

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Objective 4: Ensure new system development and any changes to the systems are performed in an adequate, effective, and
efficient manner.

1. Systems and programming development
standards have been established and are
reviewed periodically.

APO01.03;
APO01.09

800-53 - SA-3

Operations

Control
Activities
Implement

Control Activities

2. A structured systems development
methodology is used.

BAI01.01

800-53 - SA-3

Operations

Control
Activities
Implement

Control Activities

3. Ifa

structured systems development

methodology/system change
methodology is used, the methodology
includes the following:

business owner/user request
procedure;

BAI03.03
APO14.01

800-53 - SA-1;
SA-3

Operations

Control
Activities
Design Activities for
the Information
System

user participation;

BAI03.03

800-53 - SA-1;
SA-3

Operations

Control
Activities
Design Activities for
the Information
System

documentation standards;

BAI03.03

800-53 - SA-1;
SA-3

Operations

Control
Activities
Design Activities for
the Information
System

privacy impact assessment standards;

APO01.02

800-53-RA-8;
SA-1; SA-4

Operations

Control
Activities

Design Activities for

the Information
System

testing requirements;

BAI03.03

800-53 - SA-1;
SA-3; PM-25

Operations

Control
Activities
Design Activities for
the Information
System

management/user approvals;

BAI03.03

800-53 - SA-1;
SA-3

Operations

Control
Activities
Design Activities for
the Information
System

project management techniques are
used;

BAI03.03

800-53 - SA-1;
SA-3

Operations

Control
Activities
Design Activities for
the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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D. System§ al%d Programming - Yes | No* | N/A COBIT NIST Rev. 5 Book Component
Objective/Control 2019 e Green Book
Objective . .
Principle
Control
) Activities
h. reason for change; BAI03.10 800-53 - SA-10 | Operations | Design Activities for
the Information
System
Control
-53-AC-21: Activities
i. Information sharing; BAI08.03 800 53.AC 2L Operations | Desien Activitics for
PT-2; PT-3 & )
the Information
System
Control
. L ) Activities
j- key performance indicators; and BAIO3.11 800-53 - PM-6 Operations [ Design Activities for
the Information
System
Control
-53 - SI-12: Activities
k. post-implementation feedback. BIA07.08 800 SS3A 5 -12; Operations |Design Activities for
g the Information
System
. Control
Adequate and up—to-d:ate security and BAI03.01: . Activities
control procedures exist over the 800-53 - SA-4 Operations |Design Activities for
! BAI03.05 ;
documentation control area. the Information
System
U .. } : Control
sers pgrt1c1pate n .testlng new BAI06.01: 800-53 - SA-4: . Activities
applications and major modifications to Operations | Design Activities for
. . BAI03.08 PM-25 ;
existing applications. the Information
System
Control
Changes are approved and tracked by IT BAI06.01; . ___Activities
personnel and user management. BAI06.03 800-53 - CM-3 Operations "Design Activities for
the Information
System
Emergency change procedures have been Control
established and utilized; emergency Activities
changes are communicated to the proper BAI06.02 800-53 - CM-3 Operations | Design Activities for
management level and formally reviewed the Information
by the next business day. System
A programmatic or IT professional is Co'nt.r(.)l
assigned to ensure post-implementation 800-53 - SI-12; ) Activities
feedback with changes/problems have BIA07.08 SA-2 Operations | p e rﬁgﬁg;‘snfor
been addressed. System
. Control
Up-to-date procedures exist to ensure Activities
that only properly authorized programs BIA07.06 800-53 - SA10 Operations | Design Activities for
are placed into production status. the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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10. The source code library is periodically Control
. . Activities
purged of unnecessary applications with DSS06.02 | 800-53 - SA-11 | Operations |Design Activities for
appropriate permanent records according & )
. . I the Information
to applicable record retention guidelines. System
11. Standards for guidelines/ £ Control
- Standards for guidelines/content of user APOO1.03; 800-53 - SA-5: _ Activities
documentation/training exist and are up- Operations | Desien Activities for
. APO01.08 PL-4 & ;
to-date and implemented. the Information
System
Control

12. Systems are designed so that back-up and 800-53 - CP-9; . Activities

recovery generation is always possible. DS8503.02 CP-10 Operations [™Design Activities for
the Information
System

13. For significate systems, systems are Control
designed to ensure tracking of 800-53-AC-2; . Activities
application users and their roles for their DSS05.04 AU-6 Operations Detsligl} /’Ectivittiés for
current period of audit. ¢ gy(s)g?s -

14. Internal Audit performs a pre-
implementation review of the design of Monitoring
major new and major modifications to BAIO404 | 800-53-AU-6 | Operations |  Perform
existing computer systems, including to Monitoring
ensure the system has adequate audit Activities
trails and accountability.

15. For significant applications /systems, Cpntrol
there are environments established to BAI07.04; 800-53 - AC-2; Operations Environment
promote programming code adequately APO01.05 AC-5; MA-1 P Eﬁ;:":)‘;g;g:‘y“;‘;%
with proper segregation of duties. pAuthority’

16. If applicable by data sh Control

. .app 1cable by data share agreement APO14.02; 800-53-PT-5: ' Activities
with the Federal government, a system of APO14.03 PT-6 Operations [ Design Activities for
records conditions is followed. ) the Information

System
Green Green Book
E. Specific Application - " COBIT Component
Objective/Control S G N TS 2019 NIST Rev. 5 Ol])B‘oolf Green Book
jective 4o
Principle
Objective 5: Ensure proper controls exist to monitor, evaluate, and assess current systems.
Application platform (languages used,
hardware, LAN/WEB/mainframe/
Cloud/etc..)
Description of application

*Indicate "P" in "No" Column to Signify Partial Compliance.
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1. As part of the general controls review, the organization should
select at least one major application and determine whether the
following controls are present. The major application chosen
should be over financial reporting process if material to the
state, or an application which is involved in a critical function
of the agency. If the agency is larger consider doing this
review for multiple applications.
a. The system has controls to ensure DSS06.02: Information and
that only properly authorized and o . Communication
. . DSS06.03; 800-53 - SI-10 Operations | ————~—————
approved input is accepted for BAI03.02 Use Quality
processing by IT. ) Information
b. The system has controls to verify the Control Activities
accuracy of significant input data DSS06.02 800-53 - SI-10 | Operations Dctsﬁf;’r} ﬁﬁﬁlﬁft’fﬁnﬁ“
prior to data entry. System
c. The agency has established lpgical Control Activities
controls to prevent unauthorized DSS06.03; 800-53 - AC-1; Operations Design Activities for
access, modification, or destruction DSS05.05 SI-1 the Information
of application data. System
d. Limit and reasonable checks have Control Activities
been incorporated into application DSS06.02 800-53 - SI-10 | Operations | Design Activities for
the Information
programs. System
e. ghe agencg has establishe?1 up-to- Control Activities
ate procedures to ensure data 1s DSS06.02 | 800-53-SI-10 | Operations | _Design Activitics for
processed as required and in an the Information
acceptable time frame. System
f.  Formal documented procedures exist _Control Activities
to ensure the data being stored is DSS06.02 800-53 - SI-12 Operations De;f‘} Sg;g:t‘f’;nfor
accurate and complete. System
g. Output is scanned to determine %&
obvious problems did not occur DSS06.02 800-53 - SI-15 Operations Monitoring
during processing. Activities
h. Formal procedures exist to ensure the %L
accuracy and completeness of DSS06.02 800-53 - SI-15 Operations o
outputs MOH.I tc')r'mg
) Activities
i. Procedures have been established to 200-53 - AC-6: Control Activities
ensure outputs are distributed only to DSS06.02 0T | Operations | _Design Activities for
. SI-15 ~the Information
authorized users. System
j-  An audit trail has been established Control Activities
and maintained for transactions being DSS06.05 800-53 - AU-6 Operations |—Design Activitics for
" the Information
processed. System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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k. All interfaces with other systems or Control Activities
applications are identified and DSS01.03 800-53 - CA-9 | Operations | Design Activities for
the Information
documented. System
1. All interfaces with confidential Control Activities
information are adequately secured APOO01.10; 800-53 - SC-8; Overations | Design “Activitics for
and protected from unauthorized DSS05.04 SI-12 P the Information
manipulation. System
m. Ads'eqtu'flte ;vtrlttfen (.il(?cu'rnentatlon is Control Activities
MmaItamee 1o famitiarize NEw users BAI05.07 | 800-53-SA-5 | Operations | _Design Activities for
with existing and/or new ~ the Information
applications. System
Controls applicable to the hosting
environment, commercial off the shelf
(COTY), and outsourcing.
1. Busi les ali ith Federal and 800-53 - AC-20 Control Activities
. USINESS rules align wi cacral an - - -20; . Design Activities f
state law. BAI02.01 CM-1 Operatlons the Information o
System
2. Business rules are equal to what was Control Activities
developed; rules were reviewed and BAI02.01 800-53 - CM-1 | Operations | Design Activities for
. the Information
carried out. System
3. System and Organization Control (SOC) Control Activities
reports are obtained and reviewed, if MEAO03.04 800-53 - PL-10 | Operations %
applicable. System
4. Each program's development 800-53 - SA3: Control Activities
methodology is in alignment with state BAIO1.01 W2 TP Operations | Design Activities for
1 SA'8 the Information
standards or with those that exceed them. System
5 ¢ rted dat iled and Control Activities
- onveried data was reconcried an BAI07.02 | 800-53 - AC-4 | Operations |_Design Activitics for
verified. "~ the Information
System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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F. Remote Work - Objective/Control Yes | No* | N/A COBIT NIST Rev. 5 Book Component
2019 - Green Book
Objective . .
Principle

Objective 6: Determine the agency has sufficient software security protocol, physical security protocol, and behavioral security

protocol for the remote workforce.

1. If a work from home policy has been
created, ensure the policy complies with
industry standards, including position, Control
employee availability, employee APO01.03; sa AC. . Activity
responsiveness, productivity DSS05.03 800-53 = AC-17 | Operations Implement
measurements, equipment, technical Control Activities
support, physical and electronic security,
and data confidentiality.

2. Proper encryption is in place, including a COf}tr_Ol
locking feature to prevent downloading of APOO01.03; . __ Activity
information to personal electronic Dss$05.03 | 80033 —AC-17 | Operations |"Design Activities for

. the Information
devices. System

3. Theh agency kgeps an inventory of Control
equipment being used by employees DSS05.06: | 800-53 - AC-17- Activity
working remotely as well as those who DSSO 6' 02’ CM-8 > | Operations | Design Activities for
have access to personally identifiable ) the Information
information. System

4. The agency emphasized to employees to Control
log in through its network and avoid the 800-53 - AT-1; . _Activity
downloading of documents to the APO13.02 AT-2; PL-1 Operations | Design Activities for

the Information
employee's personal computer. System

*Indicate "P" in "No" Column to Signify Partial Compliance.
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Comments

Please list the item number and any relevant comments related to responses.
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VULNERABILITY ASSESSMENTS AND ACTION PLANS

This section describes the process for identifying the vulnerability of each internal control review
entity to waste, loss, unauthorized use, or misappropriation. The use of the vulnerability
assessment process is not a required element of the recommended FCIAA review. It is presented,
however, as additional information for those State agencies desiring to perform a more
comprehensive, internal control review or internal audit of selected or all components of an agency.

ENTITY MANAGER

After all internal control review entities have been identified (See SAMS Manual procedure
02.50.40, "Evaluation of Internal Controls - Segmenting the Agency" beginning on page 9 of 20),
a manager is assigned to review each review entity. The entity manager should be responsible for
and understand the day-to-day activities of the entity. The entity manager must:

¢ Identify the major risks associated with each entity, and then,
e Assess the controls in place to mitigate the identified risks.

There are two purposes for completing the vulnerability assessment. One is to identify those
entities within the agency that have the greatest potential for errors and should be earmarked for
detailed internal control reviews. The other is to point out specific areas of weakness in internal
control which can be readily corrected.

Entities may be selected for internal control reviews based on a variety of factors ascertained
during the assessment process, including:

e A weak general control environment
e Areas of high inherent risk with weak internal controls
¢ An inability to complete the evaluation knowledgeably.

After considering such factors as management priorities, resource constraints, etc., the manager
should schedule appropriate internal control reviews and related actions.

Generally, entities having a high vulnerability assessment rating should be identified for immediate
internal control reviews unless the internal auditor, the Auditor General, or others have made a
suitable comprehensive review within the last two years. Such determinations should be
documented in writing and retained in the assessment working papers. The regularly scheduled
audits by the Auditor General would not be considered sufficiently comprehensive to substitute
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for an internal control review. If a suitable comprehensive review has not been performed, then
the entity should be scheduled for review as indicated.

How often should a vulnerability assessment be performed? This will vary depending on the
susceptibility of each organization to waste, loss, or mismanagement. However, an assessment
should be conducted at least annually, and, in larger and complex agencies, continually throughout
the year. Factors such as significant changes in organization structure, personnel, automated
systems, or financial resources of a review entity may affect the frequency of the assessments.

Plans and schedules should be prepared in advance of the assessing year to make sure that all
review entities are scheduled and studied in a timely manner. The agency coordinator should plan
in coordination with agency heads and review entity managers.

VULNERABILITY ASSESSMENT

A vulnerability assessment consists of the following steps:

Analysis of the general control environment

Analysis of inherent risk

Preliminary evaluation of safeguards

Assessment of evaluation results and development of subsequent action plans

P

In the remainder of this section, each of the four steps is explained.

STEP 1

Analysis of the General Control Environment - Internal controls operate within the framework
of the general control environment. The general control environment includes all aspects of the
workplace which influence the effective functioning of the internal control techniques
(procedures). The entity manager must determine if acceptable general controls exist and identify
needed corrective actions. For example, program eligibility requirements which are not
sufficiently detailed, documented, and checked to ensure that the program beneficiaries are
qualified to receive benefits, seriously impede effective internal control. The following factors
should be evaluated in assessing the general control environment:

e Management Attitude - Management commitment to establishing and maintaining a strong
system of internal control must be communicated to all employees through actions and
words.
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Organizational Structure — Identify the organization entities and their reporting
relationships.

Personnel - The competence and integrity of the organization's personnel.

Delegation and Communication of Authority and Responsibility - Appropriate
delegation or limitation of authority.

Policies and Procedures - Do adequate policies and procedures exist so that
employees know what to do in various situations?

Budgeting and Reporting Practices - Have goals been defined and met?

Organizational Checks and Balances - Establishing a satisfactory level of
financial and other supervisory controls. Where appropriate, the creation of
professional internal audit programs.

Information Technology (IT) Considerations - When utilized, IT systems can
greatly enhance an overall internal control system. Having IT systems requires
that special control features be built into the systems.

Sources of information to assist the assessing manager in evaluating the general control
environment include:

Organization charts

Planning and budget documents

Job descriptions

Inventory of statutory responsibilities and authorities
Policy and procedures manuals

Reports

Audits, management reviews, program evaluations, etc.
Internal control policies and procedures

For each of the elements in the control environment, a determination is made as to whether
sufficient controls exist or corrective action is required.
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Step 2

Analysis of Inherent Risk - The second step in the vulnerability assessment process is to analyze

the inherent potential for waste, loss, unauthorized use, or misappropriation. This step is critical
and must be properly performed before the other steps in the assessment process can be undertaken.
This analysis will identify areas where the internal control systems need to be strong and should
be regularly and closely evaluated and monitored. High inherent risk is not necessarily a reflection
of management performance or lack of control; rather, high inherent risk points to areas needing

attention. This step will produce an inventory of inherent risks unique to the review entity.

When assessing inherent risks, it is suggested that the questionnaire be used. This questionnaire
presents specific factors each entity manager must consider in assessing assigned areas of
responsibility. Broad areas which are covered in detail in the questionnaire are:

e Purpose, Objectives, and Characteristics - What in the purpose and

characteristics of the review entity makes the entity susceptible to waste, loss,
unauthorized use, or misappropriation? If not already available, information
about the purpose, objectives and characteristics may be obtained by reviewing
background material such as the relevant enabling legislation and legislative
history, regulations, planning documents and other statements concerning
missions, goals and objectives, operating procedures and policies, and budget
information. Factors that contribute to fraud, waste, and abuse include:

O O O O O O O°O

Broad or vague legislative authority or regulations

Cumbersome legislative or regulatory requirements

Broad, vague, or nonexistent missions, goals, or objectives

High degree of complexity

Third party beneficiaries such as contractors or grantees

Handling of classified or valuable information

Activities involving the handling of cash, maintenance of accounts/taxes
receivable or custody of property, equipment or supplies easily converted to
personal use.

Activities operating under severe time or personnel constraints

Activities which affect outside parties involving approval of applications,
granting of authority, certifications, issuance of licenses or permits,
inspections, or enforcement.
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Budget Level - Programs or activities involving large amounts of money are
more susceptible to waste, loss, unauthorized use, or misappropriation than
programs or activities involving small amounts. The level of funding, including
personnel time allocated the review entity should be determined by reviewing
the agency's budget and supporting data. In situations where the budget data
does not show the amount of money involved, estimates should be made. For
example, a separate budget often does not exist for a function such as property
management. In order to measure the full financial significance of this function,
the value of the property controlled must be determined to assess risk.

Procurement/Assistance - Review entities often procure large amounts of goods
and services, including technical and financial assistance. The risks to the
agency may be greater in cases where a third (outside) party is performing work
for or on behalf of the government because of the lack of direct control.

Age and Life Expectancy - The age and life expectancy of the assessable unit
should be considered. Entities which are new, are undergoing substantial
modification or reorganization, or are phasing out, are more susceptible to waste,
loss, unauthorized use, or misappropriation than stable programs because:

o New or changing entities may lack written policies or procedures, adequate
resources, experienced personnel, or devices to measure performance.

o Entities that are phasing out may lack adequate resources, may involve
close-out activities for which controls have not been developed or may
involve large amounts of money or other resources which must be accounted
for. Personnel turnover and lack of motivation are other phase-out problems.

Degree of Centralization - The degree of centralization can affect the entities'
susceptibility to unauthorized use or misappropriation of resources. Highly
centralized functions tend to have less risk than decentralized functions. It
should be determined whether the activity is:

o State Centralized - managed and controlled on a day-to-day basis in a
centralized State agency system

o State Decentralized - Managed on a day-to-day basis by State agency field
installations or staffs
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o Participant Administered - Managed or controlled on a day-to-day basis by
a non-state organization. Programs supported through grants, contracts, or
loans fall into this category.

o Other - Managed and controlled on a day-to-day basis by some combination
of the above or by other means.

e Special Concerns Outside the Agency - Special interest in an activity may
indicate that it is highly susceptible to waste, loss, unauthorized use, or
misappropriation and should be treated as such. Special attention focused on the
agency/entity is a source of pressure that might create vulnerability. The
following should be considered in evaluating the inherent risk:

o Special interest exhibited by the Governor, the Legislature, or the Agency
Head.

o Deadlines set by legislation.

o Media attention.

o Litigation.

e Prior Reviews - Review prior audit reports submitted by the agency internal
auditor, the State Auditor General, the State's external auditor, and other internal
and external reports for any indications that the entity has been subject to losses
due to waste, loss, unauthorized use, or misappropriation. Consider the amounts
of actual/estimated losses, if any, and the period covered by the prior review.
Also consider management's responsiveness to recommendations made in the
aforementioned reports/reviews. This includes actions taken to correct
deficiencies. A lack of management responsiveness suggests a higher degree of
risk.

Step 3

Preliminary Evaluation of Safeguards - An in-depth review of the existing controls is not
appropriate at this stage. However, the entity manager should decide, based on knowledge of the
functions and not assumptions if internal controls exist and if they are adequate.

The assessable unit manager must exercise good judgement at this point in the vulnerability
assessment, especially in determining which weaknesses are to be scheduled for further
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consideration. All weaknesses identified must be considered unless compensating controls exist.
The manager must carefully consider compensating controls.

Step 4

Assessing Evaluation Results and Developing Subsequent Action Plans - In this step, Step 4,

the review entity manager inventories all the risks and weaknesses identified in Steps 1 to 3
needing further consideration and collects information to help the agency coordinator and agency
head develop a plan for subsequent action for the agency's entities.

Review entity and weakness identification code. These codes will be used to
identify the specific weakness in the agency tracking system.

Brief description of the risk or weakness. An estimate of the dollar value
associated with the vulnerability, a brief summary statement that describes what
can go wrong, and the basis for the dollar valuation estimate. For example: the
entity's expenditure budget might be associated with weaknesses in the
procurement or disbursement section; revenues could be associated with an
overall weakness in handling of cash collections; value of property and
equipment might be associated with weaknesses in the fixed assets section.

A brief narrative of potential subsequent actions should include the
implementation cost estimate. Specific examples of subsequent actions which
may be taken are as follows:

Develop new policies and/or procedures

Provide additional training

Functionally realign responsibilities to improve the segregation of duties
Perform a management review

Schedule detailed internal control review

Eliminate duplication or unnecessary controls

O O O O O O

Give any reasons why subsequent action should not be taken. For example: cost
to implement corrective action exceeds the value of the relative risk; legal
mandate requires that the controls be in place even though costs exceed
perceived benefits.
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e [f subsequent action is required, the entity manager should designate the person
responsible and indicate tentative beginning and ending dates for the action.

As discussed earlier in this manual, a tracking and reporting system can monitor control
weaknesses until all appropriate actions are taken.

ACTION PLANS

The remainder of this section summarizes guidance in selecting appropriate subsequent actions.
In determining subsequent actions, the manager should remember the primary purpose of the
evaluation process is to strengthen the internal control structure in a cost-efficient manner.

One type of subsequent action is to schedule a detailed internal control review. This is
recommended when:
e The vulnerability assessment cannot be completed accurately because the
procedures are not known.

e The assessment shows weaknesses that cannot be easily corrected and/or the
corrective action would be costly and, therefore, should be studied in more
detail.

e The responses to the Inherent Risk or the General Control Environment
questionnaire show areas of high risk that, in management's judgement, require
more analysis than was done with the "Preliminary Evaluation of Safeguards".

e Management perceives a need for one.

If it is determined that detailed internal control review is required, it can be performed by internal
or external auditors, or by an internal auditor, external auditors, or by the manager, assisted by
technical staff. If the review is performed by internal or external auditors, the manager may use
this review and does not need to duplicate it.

In certain situations, it may not be desirable or cost-efficient to conduct an internal control review.
If weaknesses identified during the assessment can be corrected immediately, an internal control
review may be unnecessary. In other situations, weaknesses may be addressed by means other
than a detailed internal control review. For example, corrective action may be the implementation
of a basic control, e.g., all disbursements must be approved by the program manager before being
forwarded to the Comptroller's Office for payment. Examples of subsequent actions which were
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mentioned earlier are repeated here as a reminder:

Develop new policies and procedures

Provide additional training

Functionally realign responsibilities to further segregate duties
Perform a management review

Schedule a detailed internal control review

Eliminate duplication or unnecessary controls

Any of the above can help to correct the noted weaknesses or reduce the effects of inherent risk.
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This section is optional.

Instructions
Objectives and Risk Templates

Green Book Principles 6 & 7: Define Objectives and Risk Tolerances; and Identify,
Analyze, and Respond to Risks

©
(A) (B) Compliance Green Green Green
A . Book Book Book
Objectives Risk Tolerance or . . g
Objective | Component | Principle
Accuracy

Column A: Objectives

Under each category listed, define three to five objectives in order of importance applicable to the agency,
division, bureau, or department. Not all categories may be applicable to your assessment. Usually at least 10
total objectives should be defined among the categories that do apply. These objectives should be
in specific and measurable terms to enable the design of control for related risks. They should be
understood at all levels of the agency, department, section or bureau and be measurable so that
performance toward achieving the objectives can be accessed. The objectives should be free of
bias, without subjective judgements and stated in a quantitative or qualitative form. It could be
possible that an objective could fit in multiple categories listed above. Only use the category in
which the objective it is most closely associated. To help with developing instructions, see the
sample objectives listed at the end of this document, which include samples of their risk tolerance,
risks, risk impact, risk likelihood, and agency response as instructions note in the following steps.

e Category 1: Operations Objectives - Objectives associated with verifying resources are
being used in the most efficient and effective ways to fulfill the needs of the Agency.

e (ategory 2: Internal Nonfinancial Reporting Objectives - Objectives associated with the
reporting internally of matters not involving finances including but not limited to human
rights, Agency impact, and performance. “Internal” means reporting within the Agency.

e (ategory 3: External Nonfinancial Reporting Objectives — Objectives associated with the
reporting externally of matters not involving finances including but not limited to human
rights, Agency impact, and performance. “External” means reporting to a third party
outside of the Agency.
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e Category 4: Internal Financial Reporting Objectives — Objectives associated with the
reporting of financial reports for internal use using reports and financial statements,
including but not limited to observations of Agency’s past, short-term, and long-term
performance. “Internal” means reporting within the Agency.

e (ategory 5: External Financial Reporting Objectives - Objectives associated with the
reporting of financial reports for external use using reports and financial statements,
including but not limited to observations of Agency’s past, short-term, and long-term
performance. “External” means reporting to a third party outside of the Agency.

e Category 6: Compliance Objectives - Objectives associated with verifying the Agency
complies with statutes, regulations, rules, and requirements.

Define three to five objectives in each category applicable to the Agency or Bureau in order of
importance for the Agency or Bureau. Please note that some categories may not be applicable to
each Agency or Bureau. For example, some agencies or bureaus may not do external financial
reporting, and therefore will not need to list any external financial reporting objectives. However,
at least 10 total objectives should be defined among the objective categories that do apply. These
objectives should be in specific and measurable terms to enable the design of control for related
risks. They should be understood at all levels of the Agency or Bureau and be measurable so that
performance toward achieving the objectives can be accessed. The objectives should be free of
bias, without subjective judgements and stated in a quantitative or qualitative form. It could be
possible that an objective could fit in multiple categories listed above. If this is the case, only use
the category in which the objective it is most closely associated with. To help with developing
instructions, see the sample objectives listed at the end of this document, which include samples
of their risk tolerance, risks, risk impact, risk likelihood, and Agency response as instructions note
in the following steps.

Examples of Common Objectives

1. The agency will train employees to the necessary level of competence to complete
all necessary tasks of the agency.

2. The agency will ensure compliance with relevant statutes, regulations, policies, and
procedures.

3. Agency staff will process X number of things in X amount of time.

4. Agency staff will process X with a minimal number of errors so that it falls within the
quality range of X to X.

5. The agency will implement procurement procedures that efficiently and effectively
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supply the operational needs to support the agency’s goals and objectives.

6. The agency will leverage technology to ensure that staffing is provided with IT
equipment that is current and sufficiently supported.

7. The agency will manage its assets lifecycle from procurement to disposal.

8. The agency will ensure internal reporting has a level of precision and accuracy that
will be at an appropriate level to meet the needs of decision makers inside the agency
and completed in a timely manner.

9. The agency will ensure external reporting will be materially accurate, presented in an
appropriate format, meet necessary external compliance requirements, and completed
in a timely manner.

10. The agency will ensure that its expenditures fall within the budgetary guidelines for
the fiscal year.

11. The agency will endeavor to reduce employee turnover and increase job satisfaction
with a focus on dependability and flexibility, including providing professional
development opportunities.

12. The agency will stive for a balanced organizational culture that encompasses
diversity and inclusion.

13. The agency will develop integrative processes to manage information flow so that
mistakes resulting from a lack of knowledge or misinformation is avoided.

14. The agency will strive to ensure job titles reflect the actual job duties and are properly
classified.

15. The agency will strive to improve customer value and increase customer satisfaction.

16. The agency will develop standardized procedures and maintain an up-to-date
policy and procedures manual.

17. The agency will initiate necessary revisions to JCAR that affect its operations.

18. The agency will initiate the process to amend State statutes that affect its operations.

19. The agency will identify new cost containment measures and new energy
efficiencies to be implemented along with its efforts to reduce waste in agency
processes.

20. The agency will establish metrics/benchmarks to track volume and types of services
provided

Column B: Risk Tolerance
Risk Tolerance is the acceptable level of difference in performance relative to the achievement of
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objectives. Risk tolerance should be defined by management by ensuring that the set levels of
over- or under-performance of measures are appropriate for the design of an internal control
system.

Category 1: Operations Objectives

Identify the level of over- or under-performance relative to the achievement of the objectives
(or risk of not achieving the objectives). Based on the objective, select an option from the
dropdown menu in Column B that reflects the Agency or Bureau’s tolerance for risk. For
definitions of quantitative measurements and an example, see below.

e Much more risk reduction needed - Major risk that resources are not being used
effectively or that more resources are needed. Over +25% difference of current
measurements from the target measurement.

e Some more risk reduction needed - Minor risk that resources are not being used
effectively or that a few more resources are needed. Between +6% and +25%
difference of current measurements from the target measurement.

e Current risk levels are acceptable - The deviation expected of current measurements
from the target measurement is immaterial. +/- 5% difference.

e Some more risk taking is needed - Minor risk that resources are not being used to their
full potential or that a few less resources are needed. Between -6% and -25%
difference of current measurements from the target measurement.

e Much more risk taking is needed - Major risk that resources are not being used to their
full potential or that less resources are needed. Less than -25% difference of current
measurements from the target measurement.

An example: If a bureau is targeting the purchase of 100 cars per year, and during the past
year they bought 90 cars, the difference from current measurements would be 10 (or 10%).
Therefore, “some more risk reduction is needed.” If a bureau purchased 110 cars during the
past year, the difference from current measurements would be -10 (or -10%) and “some more
risk taking is needed” because the agency has more assets than the target.

Category 2: Internal Non-financial Reporting Objectives

Identify the level of precision that is suitable for user needs, involving both qualitive and
quantitative considerations to meet the needs of the non-financial report user. Based on the
objective, select an option from the drop-down menu in Column B that reflects the agency or
bureau’s precision tolerance for risk. See definitions below:
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e Lower precision tolerance — less than 50% of acceptable level of variation relative to
the expected objective.

e Moderate precision tolerance - between 50% and 150% of acceptable level of
variation relative to the expected objective.

e Higher precision tolerance — greater than 150% of acceptable level of variation
relative to the expected objective.

An example: If a bureau expects to buy 100 computers, and in the past was within 10
computers of that expectation (90 to 110) but is comfortable decreasing that precision to be
within 20 of the expectation (80 to 120), then because 20 is 200% of 10, that objective now has
a “higher precision tolerance.”

Category 3: External Non-financial Reporting Objectives

Identify the level of precision that is suitable for user needs, involving both qualitive and
quantitative considerations to meet the needs of the non-financial report user. Based on the
objective, select an option from the drop-down menu in Column B that reflects the agency or
bureau’s precision tolerance for risk. See definitions below:

e Lower precision tolerance — less than 50% of acceptable level of variation relative to
the expected objective.

e Moderate precision tolerance - between 50% and 150% of acceptable level of
variation relative to the expected objective.

e Higher precision tolerance — greater than 150% of acceptable level of variation
relative to the expected objective.

An example: If a bureau expects to buy 100 computers, and in the past was within 10
computers of that expectation range (90 to 110) but is comfortable decreasing that precision
to be within 20 of the expectation (80 to 120), then because 20 is 200% of 10, that objective
now has a “higher precision tolerance.”

Category 4 Internal Financial Reporting Objectives

Identify the level of materiality that can be tolerated for the risk in the objective considering
surrounding circumstances that are both qualitative and quantitative. Also consider the needs
of the financial report users and the effects/materiality about the size or nature of a
misstatement. Select the agency’s level of tolerance for risk for the objective. Select
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“immaterial,” “significant,” or “material” from the drop-down menu. See definitions below:

e Immaterial - The information or amount would be of such minor importance, that it
would not have an impact on an outcome or influence a decision maker.

e Significant - The information or amount would be of enough importance, that it could
influence an outcome or a decision maker.

e Material - The information or amount would be of such an importance, that there is a
substantial likelihood it would have an impact on an outcome or influence a decision
maker.

Category 5 External Financial Reporting Objectives

Identify the level of materiality that can be tolerated for the risk in the objective considering
surrounding circumstances that are both qualitative and quantitative. Also consider the needs
of the financial report users and the effects/materiality about the size or nature of a
misstatement. Select the agency or bureau’s level of tolerance for risk for the objective:
immaterial, significant, or material from the drop-down menu. See definitions below:

e Immaterial - The information or amount would be of such minor importance, that it
would not have an impact on an outcome or influence a decision maker.

e Significant - The information or amount would be of enough importance, that it could
influence an outcome or a decision maker.

e Material - The information or amount would be of such an importance, that there is a
substantial likelihood it would have an impact on an outcome or influence a decision
maker.

Category 6 Compliance Objectives

Identify the level of materiality that can be tolerated for the risk in the objective considering
surrounding circumstances that are both qualitative and quantitative. Select the level of
tolerance that the agency or bureau can tolerate for risk for the objective: immaterial,
significant, or material. See definitions below:

e Immaterial - The information or amount would be of such minor importance, that it
would not have an impact on an outcome or influence a decision maker.

e Significant - The information or amount would be of enough importance, that it could
influence an outcome or a decision maker.
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e Material - The information or amount would be of such an importance, that there is a
substantial likelihood it would have an impact on an outcome or influence a decision
maker

Column C: Level of Accuracy or Compliance
Level of accuracy should be determined for Objectives 2 and 3, and compliance should be
determined for Objective 6. This column is not applicable for Objectives 1, 4, and 5.

Categories 2 and 3 Objectives-Accuracy:
Select the appropriate level of accuracy:

e Users require accuracy reporting and have thresholds - Risk that accuracy will not hit
targeted thresholds.

e Users require accuracy reporting and do not have thresholds - Data does not have
target accuracy thresholds, but data may be compared to prior year results or forecasts.

e Users do not require accuracy reporting - Data is still correct/precise, but not asking
for evidence on accuracy, does not have targeted thresholds, and usually not compared
or benchmarked with prior year results or forecasts.

Category 6 Objectives-Compliance
Select whether the agency, bureau, or section is compliant or non-compliant with the stated
objective.

(E) (E) G)
Ob]‘%ives Rii%# 1 Risk #1 Risk #1 Risk #1
Impact Likelihood Response

Column D: Define Risks
For each objective, identify two to three risks associated with accomplishing the objective. To
identify risks, consider the types of risks that impact the agency, bureau, or section including both
inherent and residual risk.

Inherent risk is the risk to an agency, bureau, or section in the absence of management’s response to
the threat. Residual risk is the risk that remains after management’s response to inherent risk.
Management should consider all significant interactions within the entity and with external
parties, changes within the entity’s internal and external environment, and other internal and
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external factors to identify risks throughout the entity. Internal risk factors may include the
complex nature of an entity’s programs, its organizational structure, or the use of new technology
in operational processes. External risk factors may include new or amended laws, regulations, or
professional standards; economic instability; or potential natural disasters.

Examples of Common Risks:

Staffing & Payroll:

1.
2.
3.
4
5.

6.

Separation of duties is not possible due to staffing issues.

There are unauthorized changes to payroll rates.

There is a loss of institutional knowledge due to exiting of staff.

Employees are not sufficiently trained to efficiently process agency work or to ensure
increases in productivity.

Personnel files are not adequately maintained or safeguarded against unauthorized
access.

Overtime pay is not justified and/or approved in advance.

Procurement & Expenditures:

7.

8.

9.
10.

1.
12.
13.
14.

There are procurement challenges due to statute or rules not being adequate for
agency functions.

Delivery of goods or services are not monitored for acceptable quality or accurate
quantity to ensure proper billing and receipt of deliverables.

Travel vouchers are inaccurately completed.

Incoming documents are not properly date stamped and routed for timely
processing.

Obligating documentation is not properly filed.

Purchases are not properly requisitioned or authorized.

Agencies are not conforming with purchasing thresholds.

Expenditures are not promptly recorded in the appropriate accounts.

Information Technology:

15.

16.

17.

18.

The agency has antiquated information technology equipment that does not allow
it to achieve its goals.

Legacy systems are not efficiently communicating with SAP or other important
software.

The agency does not have sufficient protocol, either physical or behavioral, for
accommodating a remote workforce.

The agency does not have an established process for IT governance, including
application development and change management.
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19. The agency has not communicated the process for encrypting documents or other
forms of securing data transmission.

20. Data is susceptible to unauthorized access.

21. Applicable SOC reports are not reviewed.

Inventory & Vehicles:

22. State property is not appropriately tagged, tracked, or inventoried at least annually.
23. Subsidiary records are not adequately maintained or reconciled to the accounts.

24. State property, including commodities, are not safeguarded against theft and abuse.
25. Assets, including buildings and state vehicles, are not properly maintained.

26. Commodities are not identified for transfer or disposal when in excess or obsolete.

Reporting:
27. Reporting contains a material misstatement or other inaccuracies that affects the

ability of the user to rely on the information.

28. Reporting is not timely completed.

29. Information flow is not designed to maintain reliable and timely
budgeting/accounting.

Revenues & Receipts:

30. Revenues are not recorded timely and posited within the statutorily required
timeframes.

31. Past due accounts are not properly ages and/or sent to collections.

32. Revenues and receivables are not reconciled monthly to ensure accurate fiscal entries.

33. Entries for daily collections of receipts are not reconciled to the receipt logs.

34. Physical security is not astringent enough to prevent unauthorized access to cash or
checks.

Miscellaneous:

35. Safeguards are not astringent enough for access restrictions to facilities, offices, or
storage areas.

36. Use of space is not economically favorable .

Column E: Risk Impact

Estimate the magnitude of impact of the identified risks to assess their effect on achieving the
defined objectives at both the entity and transaction levels. Magnitude of impact refers to the
likely magnitude of deficiency that could result from the risk and is affected by factors such as the
size, pace, and duration of the risk’s impact. Select “low,” “medium,” or “high” for the impact on
Risk Tolerance, Column B, selected for that objective.
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Column F: Risk Likelihood

Estimate the magnitude of impact of the identified risks to assess their effect on achieving the
defined objectives at both the entity and transaction levels. Magnitude of impact refers to the
likely magnitude of deficiency that could result from the risk and is affected by factors such as the
size, pace, and duration of the risk’s impact. Select “low,” “medium,” or “high” for the likelihood
of Risk Tolerance, Column B, selected for that objective.

Column G: Risk Response

Management designs responses to the analyzed risks so that risks are within the defined risk
tolerance for the defined objective. Overall risk responses for the analyzed risks are designed
based on the significance of the risk and defined risk tolerance. Select one of the following for
the risk response to each objective:

e Acceptance - No action is taken to respond to the risk based on the insignificance of
the risk or an action is taken to further utilize resources.

e Avoidance - Action is taken to stop the operational process or the part of the
operational process causing the risk.

e Reduction - Action is taken to reduce the likelihood or magnitude of the risk.

e Sharing - Action is taken to transfer or share risks across the entity or with external
parties, such as insuring against losses.
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Example Objectives and Risk Tolerances
Identification, Analysis, and Response to Risks
To help with the process of developing objectives, the following are some sample objectives, along
with risk tolerance, compliance (for compliance objectives only), sample risk, risk impact, risk
likelihood, and response to risk, separated by the six overall objectives to use as a guideline for
creating the objectives.

@A) (B) (D) (E) (F) (G)
Operations Risk Risk Risk Risk Risk
Objectives Tolerance Impact Likelihood Response
The Agency will operate at the
necessary level of competence Some more The agency did not have
to complete all necessary tasks risk reduction | adequate staff to accomplish High Medium Reduction
regarding the statutory needed necessary tasks
requirements of major program.
The Agency will operate at a The agency performed an
level of competence so that the M uch more action that caused it to be . . .
Agency has an acceptable risk reduction viewed negatively among High High Avoidance
approval among its constituents. needed. its constituents
The Agency will utilize vehicles Some more
inaway to ensure they arebeing | g aking is The Agency has too many Low High Acceptance
utilized to their full potential. needed vehicles for their needs
A) ©
Internal Non- (].3) Risk D) (].E) (F) (q)
. q Risk R Risk Risk Risk
financial Reporting Accuracy Risk -
e Tolerance Impact Likelihood Response
Objectives
Diversity, equity, and Some Users require The agency did not
inclusion internal goals more risk accuracy have adequate staff . . .
for the agency with reduction reporting and to accomplish High Medium Reduction
projected forecasts. needed have thresholds necessary tasks
o The agency
The legal division Much Users do not performed an
produces a report of who more risk requi .
.. quire action that caused . . .
completed a training to . ) . High High Avoidance
B > reduction accuracy it to be viewed
send to the Director’s . .
Office needed. reporting. peganvely among
) its constituents
Minor strategic
planning non- financial Some Users require The Agency has
goal for a specific more risk accuracy reporting geney 1 .
. . too many vehicles Low High Acceptance
bureau that is taking is and do not have for their needs
compared to a prior needed thresholds
year statistic.
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The Agency will create Lower Users do not The agency will
agency workforce precision require accurate not turn in the Medium Medium Avoidance
reports. tolerance reporting. report timely.
The Agency will submit Users require
There was a
monthly updates to the Moderate accurate . .
> .. K misstatement 1n .
Governor’s Office on a precision reporting and High Low Acceptance
: . external non-

lower-level strategic tolerance. have specific financial reportin
goal. thresholds. P &
A report is turned in to
ol that s Higher | o eporting | The daainthe

Y . precision P & report could contain Medium Low Reduction
compared to the prior and do not have

. tolerance eITOrS.

year, but just for thresholds
comparison purposes.
Internal Financial Reporting Internal Financial Reporting
will not include any Significant included a material High High Reduction
misstatements. misstatement.
Internal Financial Reporting will Internal Financial Reporting did
include information that meets Significant not include information that met High Medium Avoidance
the needs of its users. the needs of is users.
Internal Financial Reporting Internal Financial Reporting was
will be given in a timely Material LT P & Low Medium Reduction
manner. not given in a timely manner.
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@A) (B) - () () ©)
External Financial Risk Risk Risk Risk Risk
Reporting Objectives Tolerance Impact Likelihood Response
External Financial Reporting External Financial Reporting was
will be accurate in its Significant not materially accurate High Medium Reduction
presentation. in its presentation.
External Financial Reporting External Financial Reporting was
will be complete in its not complete in its presentation
presentation and include all Significant and did not include all necessary High Medium Avoidance
necessary information any information required by external
external stakeholders require. Stakeholders.
All external Financial Reports All external Financial Reports
will be completed in a timely Material were not completed in a timely Medium Medium Reduction
manner. manner.
(A) D) (E) (F) 6
Compliance Risk Risk Risk Risk Risk
Objectives Tolerance Compliance Impact | Likelihood Response
The agency did not
The agency will comply with all state and
comply with all state and federal regulatory
federal regulatory Significant Compliant compliance and statutory High Medium Avoidance
compliance and requirements for
statutory requirements procurement issues due
to lack of funding.
The agency will comply The algenc.yhdld not
with requirements of . Non- comply wit . . .
. Significant. . requirements of state High Medium Avoidance
union and labor contracts compliant .
of state employees employee union and
labor contracts.
Z(?I:l algel\i?i}t]h“:;lrlll safet The Agency did not
Py Wl Y Y Immaterial Compliant comply with all safety High Medium Avoidance
measures including .
OSHA requirement from OSHA.
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Objectives and Risk Templates
Management Procedures for Risk Assessment
Agency Objectives and Risk Tolerances:
Identify, Analyze, and Respond to Risks
Green Book Principles 6&7
Green Green Green
.(A). q (B) © Book Book Book
Objectives Risk Tolerance Accuracy Wit | Chmppome | Ernere

Category 1: Operations objectives — Leve

1 of variation in performance in

relation to risk.

b a Operations ASSIG{SiSSIl;en'[ Plgngiigle
> a Operations ASS?SiSSIlI(IGII'[ Pr6in8cl,igle
* wa Operations Assel:{sissrlr(lent Pr6in8ccigle
> wa Operations ASS?SiSSIlI{lCIl'[ Plgngiigle

Category 2: Internal Non-Financial reporting objectives-Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the non-financial report user.

- Reporting Assi:{sissrlilent Pr6in8(iir7,l‘3
> Reporting AsseI:{sissrlflent Pr6in8iigle
> Reporting Assgsissrlr{lent Préngiil;le
* Reporting Assgsissrlflent Prén;igle
> Reporting Ass?sissrlr(lent Préngiil;le
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Green Green Green
(A) (B) ©)
Objectives Risk Tolerance Accuracy Olfi(;(c):;ve Coxﬁ;(())l;en ¢ Plf::il:)le

Category 3: External Non-financial reporting objectives - Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the nonfinancial report user.

- wa Reporting AssIe{sisSrl;ent Pr6in8iigle
> wa Reporting Assi,{sissrlr(lent Préngiil;le
* wa Reporting AsseI:{sissrlflent Pr6in8czir7,le
> na Reporting AsseI:{sissrlr{lent Pr6iH8€LiI7>1€

Category 4: Internal Financial reporting objectives- Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a

misstatement.

- wa Reporting AssIe{sissrl;ent Pr6in8ccir7’le
> wa Reporting Ass?sissrlr(lent Préngiil;le
> wa Reporting Ass?sissrlr(lent Préngiil;le
* wa Reporting Ass?sissrlr(lent Préngiil;le
” wa Reporting Ass?sissrlr(lent Préngiil;le
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Green Green Green
(B) ©
Objectives Risk Tolerance Compliance Olﬁ’(e)(c):;ve Coxﬁ;(())l:len ¢ P:i;l(ll:il]()le

Category 5: External Financial reporting objectives - Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a

misstatement.

- wa Reporting Assfe{sissrl;ent Préngiil;le
> wa Reporting Asse;RsisSrlr(lent Préngiil;le
* wa Reporting AsseI:{sissrl:lent Pr6in8czigle
3 wa Reporting AsseI:{sissrl:lent Pr6in8czir7’1e

Category 6: Compliance objectives - The Green Book states "Concept of risk tolerance does not apply. An entity is either compliant or

not compliant." However, there are differences with state government to make it applicable.

1. Compliance Risk Principle
Assessment 6&7
> Compliance Ass?sissrlr(lent Préngiil;le
> Compliance Ass?sissrlr(lent Préngiil;le
* Compliance Ass?sissrlr(lent Pr6in8ccir;le
” Compliance Ass?sissrlr(lent Préngiil;le
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Category 1: Operations objectives — Level of variation in performance in relation to risk

1.
2.
3
4,
5.

Risk #1 Response Comments:

Category 2: Internal Non-Financial reporting objectives-Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the non-financial report user.

1.
2.
3
4,
5.

Risk #1 Response Comments:
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Category 1: Operations objectives — Level of variation in performance in relation to risk

1.
2.
3
4,
5.

Risk #2 Response Comments:

Category 2: Internal Non-Financial reporting objectives-Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the non-financial report user.

1.
2.
3
4,
5.

Risk #2 Response Comments:
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Category 1: Operations objectives — Level of variation in performance in relation to risk

1.
2.
3.
4,
5.

Risk #3 Response Comments:

Category 2: Internal Non-Financial reporting objectives-Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the non-financial report user.

1.
2.
3.
4.
5.

Risk #3 Response Comments:
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Category 3: External Non-financial reporting objectives - Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the nonfinancial report user.

1.
2.
3
4,
5.

Risk #1 Response Comments:

Category 4: Internal Financial reporting objectives- Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #1 Response Comments:
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Category 3: External Non-financial reporting objectives - Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the nonfinancial report user.

1.
2.
3
4,
5.

Risk #2 Response Comments:

Category 4: Internal Financial Reporting objectives- Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #2 Response Comments:
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Category 3: External Non-financial reporting objectives - Level of precision and accuracy suitable for user needs, involving both
qualitative and qualitative considerations to meet the needs of the nonfinancial report user.

1.
2.
3
4,
5.

Risk #3 Response Comments:

Category 4: Internal Financial reporting objectives- Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #3 Response Comments:
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Category 5: External Financial reporting objectives - Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #1 Response Comments:

Category 6: Compliance objectives - The Green Book states "Concept of risk tolerance does not apply. An entity is either compliant or
not compliant." However, there are differences with state government to make it applicable.

1.
2.
3
4,
5.

Risk #1 Response Comments:
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Category 5: External Financial reporting objectives - Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #2 Response Comments:

Category 6: Compliance objectives - The Green Book states "Concept of risk tolerance does not apply. An entity is either compliant or
not compliant." However, there are differences with state government to make it applicable.

1.
2.
3
4,
5.

Risk #2 Response Comments:
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Category 5: External Financial reporting objectives - Judgments about materiality are made considering surrounding circumstances,
involve both qualitative and quantitative considerations, and are affected by the needs of financial report users and size or nature of a
misstatement.

1.
2.
3
4,
5.

Risk #3 Response Comments:

Category 6: Compliance objectives - The Green Book states "Concept of risk tolerance does not apply. An entity is either compliant or
not compliant." However, there are differences with state government to make it applicable

1.
2.
3
4,
5.

Risk #3 Response Comments:
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This section is optional.

Instructions
Fraud Objectives and Risk Templates

Green Book Principles 8: Assess Fraud Risk

Identify fraud risk factors such as fraudulent financial reporting, misappropriation of assets,
corruption, and/or waste and abuse, and assign risk tolerance to them.

(A) 3B) A n(ac_l)- e D) Green Book
Description of Risk Risk Tolerance o MIYEisk Agency Response Objective

Fraud Objectives

Fraud Objective 1: Fraudulent Financial Reporting - To ensure there are no intentional
misstatements or omissions of amounts or disclosures in financial statements to deceive financial
statement users.

Fraud Objective 2: Misappropriation of Assets - To prevent theft of an entity’s assets.

Fraud Objective 3: Corruption -To prevent bribery and other illegal acts.
Fraud Objective 4: Waste and Abuse - To prevent waste and abuse within the entity.

Column A: Description of Risk

Consider the types of risks that impact the agency, bureau, or section including both inherent and
residual risk. Management should consider all significant interactions within the agency and with
external parties, changes within the agency’s internal and external environment, and other internal
and external factors to identify risks throughout the entity. Internal risk factors may include the
complex nature of an agency’s programs, its organizational structure, or the use of new
technology in operational processes. External risk factors may include new or amended laws,
regulations, or professional standards; economic instability; or potential natural disasters.

Column B: Risk Tolerance

Determine risk tolerance of each defined risk. Select the amount of risk the agency or bureau is
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willing to tolerate for this specific risk, with a lower number being a lower tolerance of risk.
e Low Risk: 0% t0 29.9%
e Medium Risk: 30% to 69.9%
e High Risk 70% to 100%

Risk tolerance is the acceptable level of variation in performance relative to the achievement of
objectives. Management defines risk tolerances in specific and measurable terms so they are
clearly stated and can be measured.

Column C: Analyze Overall Risk

Select the amount of risk by considering the magnitude of impact, likelihood of occurrence, and
nature of the risk.

e Low Risk: 0% to 29.9%
e Medium Risk: 30% to 69.9%
e High Risk 70% to 100%

Column D: Agency Response

Select one of the four set responses:

e Accept - No action is taken to respond to the risk based on the insignificance of the
risk.

e Avoid - Action is taken to stop the operational process or the part of the operational
process causing the risk.

e Reduce - Action is taken to reduce the likelihood or magnitude of the risk.

e Share - Action is taken to transfer or share risks across the entity or with external
parties, such as insuring against losses.
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Fraud Objectives and Risk Templates
Assessing Fraud Risk
Green Book Principle 8
©
(A) (B) Analyze D) Green Book
Description of Risk Risk Tolerance Overall Risk Agency Response Objective
Fraud Objective 1: Fraudulent Financial Reporting - To ensure there are no intentional misstatements or omissions of amounts or
disclosures in financial statements to deceive financial statement users.
Green Book Component: Risk Assessment Green Book Principle: 8
Management overrides
1. | /bypasses internal Operations
controls.
2 Employ;es could alter Reporting
accounting records.
3. | Journal entries were Reportin
fraudulently misstated. p J
Any accounting estimates
4. | were fraudulently Reporting
misstated.
Employees had an
5. | unreported conflict of Operations
interest.
Fraud Objective 2: Misappropriation of Assets - To prevent theft of an entity’s assets.
Green Book Component: Risk Assessment Green Book Principle: 8
Management overrides
1. | /bypasses internal Operations
controls.
2 Cash and receipts could be Operations
embezzled.
Employee responsible for
purchasing decisions .
3 could make fraudulent Operations
purchases /payments.
4 High value assets could be Operations
stolen.
Inventory is subject to .
5. theft. Operations
List number and related comments:
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(A)
Description of Risk

(B)
Risk Tolerance

©
Analyze

Overall Risk

(D)
Agency Response

Green Book
Objective

Green

Fraud Objective 3: Corruption -To prevent bribery and other illegal a

Book Component: Risk Assessme

nt

cts.

Green Book Principle: 8

Management
1. | overrides/bypasses
internal controls.

Operations

Employees lack a high
standard of ethical behavior
such as prohibited activities
and required disclosures.

Reporting

3. Employees do not report
issues to a fraud hotline.

Reporting

Payments are made to third
party vendors or suspicious
4. relationships allowing for
corruption, bribery, or other
illegal acts.

Reporting

Personally identifiable
information is used for
illegal or unethical
reasons.

Operations

Green Book Component: Risk Assessment

Fraud Objective 4: Waste and Abuse - To prevent waste and abuse within the entity

Green Book Principle: 8

Management overrides
1. | /bypasses internal
controls.

Operations

Entity fails to recognize
issues of waste or abuse
due to lack of internal
audit function.

Operations

Employees are hired and
3. | not trained in ethics

properly.

Operations

Poor supervision allows
4. | employees to engage in

misuse, waste, or abuse.

Operations

List number and related comments:
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