UNDERSTANDING INTERNAL CONTROLS
INTERNAL CONTROLS:

AICPA - INTERNAL CONTROL STANDARDS:

The information that follows is specific guidance from the American Institute of Certified Public Accountants
Codification on Statements on Auditing Standards AU319 “Internal Control in a Financial Statement Audit”.

Internal control is a process affected by an entity’s board of directors, management, and other personnel designed to provide reasonable assurance regarding the achievement of objectives in the following categories: (a) reliability of financial reporting, (b) effectiveness and efficiency of operations, and (c) compliance with applicable laws and regulations.

Internal Control consists of five interrelated components, which are:

· Control environment sets the tone of an organization, influencing the control consciousness of its people.  It is the foundation for all other components of internal control, providing discipline and structure.

· Risk assessment is the entity’s identification and analysis of relevant risks to achievement of its objectives, forming a basis for determining how the risks should be managed.

· Control   activities   are the policies and   procedures   that   help   ensure that management directives are carried out.

· Information and communication are the identification, capture, and exchange of information in a form and time frame that enable people to carry out their responsibilities.

· Monitoring is a process that assesses the quality of internal control performance over time.

CONTROL ENVIRONMENT:

Factors effecting the control environment include: integrity and ethical values, commitment to competence, board of trustees, council members or audit finance committee participation, management’s philosophy and operating style, organizational structure, assignment of authority and responsibility, and human resource policies and practices.

· Integrity and Ethical Values:  The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer, and monitor them. Integrity and ethical values are essential elements of the control environment, affecting the design, administration, and monitoring of other components.  Integrity and ethical behavior are the products of the entity’s ethical and behavioral standards, how they are communicated, and how they are reinforced in practice.  They include management’s actions to remove or reduce incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts.  They also include the communication of entity values and behavioral standards to personnel through policy statements and codes of conduct and by example.

· Commitment to Competence: Competence is the knowledge and skills necessary to accomplish tasks that define the individual’s job.  Commitment to competence includes management’s consideration of the competence levels for particular jobs and how those levels translate into requisite skills and knowledge.

· Board of Trustees, Council Members or Audit Finance Committee Participation: An entity’s control consciousness is influenced significantly by the entity’s board of trustees, council members or audit finance committee.  Attributes include the board, council member or audit finance committee’s independence from management, the experience and stature of its members, the extent of its involvement  and  scrutiny  of  activities,  the  appropriateness  of  its  actions,  the degree to which difficult questions are raised and pursued with management, and the interaction with internal and external auditors.

· Management’s Philosophy and Operating Style:  Management’s philosophy and operating style encompass a broad range of characteristics.  Such characteristics may include the following: management’s approach to taking and monitoring business risks, management’s attitudes and actions towards financial reporting (conservative or aggressive selection from available alternative accounting principles, and conscientiousness and conservatism with which accounting estimates are developed); and management’s attitude toward information processing and accounting functions and personnel.

· Organizational Structure:  An entity’s organizational structure  provides  the framework within which its activities for achieving entity-wide objectives are planned, executed, controlled, and monitored. Establishing a relevant organizational structure includes considering key areas of authority and responsibility and appropriate lines of reporting. An entity develops an organizational structure suited to its needs.  The appropriateness of an entity’s organizational structure depends, in part, on its size and the nature of its activities.

· Assignment of Authority and Responsibility:  This factor includes how authority and responsibility for operating activities are assigned and how reporting relationships and authorization hierarchies are established.  It also includes policies relating to appropriate business practices, knowledge and experience of key personnel, and resources provided for carrying out duties.  In addition, it includes policies and communications directed at ensuring that all personnel understand the entity’s objectives, know how their individual actions interrelate and contribute to those objectives, and recognize how and for what they will be held accountable.

· Human Resource Policies and Practices:  Human resource policies and practices relate   to   hiring,   orientation,   training,   evaluating,   counseling,   promoting, compensating, and remedial plans.  For example, standards for hiring the most qualified individuals with emphasis on educational background, prior work experience, past accomplishments, and evidence of integrity and ethical behavior demonstrate an entity’s commitment to competent and trustworthy people. Training policies that communicate prospective roles and responsibilities and include practices such as training schools and seminars illustrate expected levels of performance and behavior. Promotions driven by periodic performance appraisals demonstrate the entity’s commitment to the advancement of qualified personnel to higher levels of responsibility.

RISK ASSESMENT:
Risk assessment for financial reporting purposes is its identification, analysis, and management of risks relevant to the preparation of financial statements that are fairly presented in conformity with generally accepted accounting principles.  For example, Risk assessment may address how the entity considers the possibility of unrecorded transactions or identifies and analyzes significant estimates recorded in the financial statements.  Risks relevant to reliable financial reporting also relate to specific events or transactions.

Risk relevant to financial statement reporting include external and internal events and circumstances that may occur and adversely affect an entity’s ability to record, process, summarize and report financial data consistent with the assertions of management in the financial statements.   Once risks are identified, management considers their significance, the likelihood of their occurrence, and how they should be managed.  Management may initiate plans, programs, or actions to address specific risks or it may decide to accept a risk because of cost or other considerations.  Risks can arise or change due to circumstances such as the following:

· Changes in Operating Environment: Changes in the regulatory or operating environment can result in changes in competitive pressures and significantly different risks.

· New Personnel: New personnel may have a different focus on or understanding of internal control.

· New or Revamped Information Systems:  Significant and rapid changes in information systems can change the risk relating to internal control.

· Rapid Growth:  Significant and rapid expansion of operations can strain controls and increase the risk of a breakdown in controls.

· New Technology: Incorporating new technologies into production processes or information systems may change the risk associated with internal control.

· New Lines, Products, or Activities:  Entering into business areas or transactions with which an entity has little experience may introduce new risks associated with internal control.

· Corporate Restructurings: Restructurings may be accompanied by staff reductions and changes in supervision and segregation of duties than may change the risk associated with internal control.

· Foreign Operations:  The expansion or acquisition of foreign operations carries new and often unique risks that may impact internal control, for example, additional or changed risks from foreign currency transactions.

· Accounting Pronouncements:   Adoption of new accounting principles or changing accounting principles may affect risks in preparing financial statements. 

CONTROL ACTIVITIES:

Control activities are the policies and procedures that help ensure that necessary actions are taken to address risks to achievement of the entity’s objectives.  Control activities have various objectives and are applied at various organizational and functional levels.

Generally control activities that may be relevant to an audit may be categorized as policies and procedures that pertain to the following:

· Performance Reviews:     These control activities include reviews of actual performance versus budgets, forecasts, and prior period performance; relating different sets of data operating or financial to one another, together with analysis of the relationships and investigative and corrective actions; and review of functional or activity performance, such as a bank’s consumer loan manager’s review of reports by branch, region, and loan type for loan approvals and collections.

· Information Processing:  A variety of controls are performed to check accuracy, completeness, and authorization of transactions.  The two broad groupings of information systems control activities are general controls and application controls. General controls over data center operations, system software acquisition and maintenance, access security, and application system development and maintenance.   These controls apply to mainframe, minicomputer, and end- user environments.  Application controls apply to the processing of individual applications.  These controls help ensure that transactions are valid, properly authorized, and completely and accurately processed.

· Physical Controls:  These activities encompass the physical security of assets, including adequate safeguards such as secured facilities, over access to assets and records;  authorization  for  access  to  computer  programs  and  data  files;  and periodic counting and comparison with amounts shown on control records.  The extent to which physical controls intended to prevent theft of assets are relevant to the reliability of financial statement preparation, and therefore the audit, depends on	the   circumstances   such   as   when   assets   are   highly   susceptible   to misappropriation.  For example, these controls would ordinarily not be relevant when any inventory losses would be detected pursuant to periodic physical inspection and recorded in the financial statements.  However, if for financial reporting purposes management relies solely on perpetual inventory records, the physical security controls would be relevant to the audit.

· Segregation of Duties:  Assigning different people the responsibilities of authorizing transactions, recording transactions, and maintaining custody of assets is intended to reduce the opportunities to allow any person to be in a position to both perpetrate and conceal errors or irregularities in the normal course of his or her duties.

INFORMATION AND COMMUNICATION:

The information system relevant to financial reporting objectives, which includes the accounting system, consists of the methods and records established to record, process, summarize, and report entity transactions (as well as events and conditions) and to maintain accountability for the related assets, liabilities, and equity. The quality of system-generated information affects management’s ability to make appropriate decisions in managing and controlling the entity’s activities and to prepare reliable financial reports.

An information system encompasses methods and records that:

· Identify and Record all transactions.

· Describe on a Timely Basis the transactions in sufficient detail to permit proper classification of transactions for financial reporting.

· Measure the Value of transactions in a manner that permits recording their proper monetary value in the financial statements.

· Determine the Time Period in which transactions occurred to permit recording of transactions in the proper accounting period.

· Present Properly the transactions and related disclosures in the financial statements.

Communication involves providing an understanding of individual roles and responsibilities pertaining to internal control over financial reporting.  It includes the extent to which personnel understand how their activities in the financial reporting information system relate to the work of others and the means of reporting exceptions to an appropriate higher level within the entity.  Open communication channels help ensure that exceptions are reported and acted on.

Communication takes such forms as policy manuals, accounting and financial reporting manuals, and memoranda.  Communication also can be made orally and through the actions of management.

MONITORING:

Monitoring is a process that assesses the quality of internal control performance over time.  It involves assessing the design and operation of controls on a timely basis and taking necessary corrective actions. This process is accomplished through ongoing monitoring activities, separate evaluations, or a combination of the two.

Ongoing monitoring activities are built into the normal recurring activities of the entity and include regular management and supervisory activities.  Managers of sales, purchasing, and production at divisional and corporate levels are in touch with operations and may question reports that differ significantly from their knowledge of operations.

In many entities, internal auditors or personnel performing similar functions contribute to the monitoring of an entity’s activities through separate evaluations. They regularly provide information about the functioning of internal control, focusing considerable attention on evaluating the design and operation of internal control. They communicate information about strengths and weaknesses and recommendations for improving internal control.

Monitoring activities may include using information from communications from external parties.   Customers implicitly corroborate billing data by paying their invoices or complaining about their charges. In addition, regulators may communicate with the entity concerning matters that affect the functioning of internal control, for example, communications concerning examinations by bank regulatory agencies.    Also, management may consider communications relating to  internal control from external auditors in performing monitoring activities.

FINANCIAL STATEMENT ASSERTIONS:

Existence Completeness
Rights/Obligations 
Valuation
Presentation/Disclosure

All transactions recorded must have these in order to be considered valid.

FRAUD:

Black’s Law Dictionary – a generic term that embraces all means by which humans can devise, which is resorted to by one individual to get advantage over another by false suggestions or by suppression of truth, and includes all surprise, trickery, cunning, dissembling, and any unfair way by which another is cheated.

US Supreme Court - a tort (a legal wrong) that meets the following conditions:
    
· Misrepresentation of a material fact
· The perpetrator knew it was false
· Made with the intention that the misrepresentation would be relied on
· The victim did rely on it and as a result suffered a loss

Institute of Internal Auditors – encompasses an array of irregularities and illegal acts characterized by intentional deception.  It can be perpetrated for the benefit of or to the detriment of the organization.

AICPA – “a broad legal concept” that is distinguished from error depending on whether the action is intentional or unintentional.
Types of Fraud:

· Misrepresentation in financial reports
· False or overstated expense reimbursements
· False or overstated vendor invoices
· Check tampering
· Lapping of cash receipts
· Bogus credits
· Fictitious vendor
· Substitution
· Altering bank deposits
· Forging checks
· Kickbacks
· Bid-rigging
· Ghost employees
· Skimming
· Overstatement of payroll hours/effort
· Asset misappropriations / Stealing
· Theft / Larceny

Formula for Fraud:

· Incentive / Pressure to commit fraud
· Opportunities to commit fraud
· Attitudes / Rationalization

FRAUD PREVENTION AND DETECTION:

Have a strong internal control system in place.  Control environment and risk assessment is most important.  Ensure that all transactions have more than one person involved from the beginning of the business process to the end. When risks are high due to the limitation of staff, closer supervision over the business process, independent reconciliations/reviews, and audits are important to compensate for control weaknesses.

Fraud prevention is accomplished by: 
· Segregation of duties
· Rotation of duties in positions susceptible to fraud
· Require employees handling financial transactions to take regular vacations of 2 weeks or more at one time and let someone else perform their normal responsibilities
· Adherence to organizational policies and procedures especially those concerning documentation and authorization of transactions
· Physical  security over  assets  such  as  locking  doors  and  restricting  access  to certain areas.
· Proper training of employees
· Independent reviews and monitoring of tasks
· Clear lines of authority
· Conflict of interest policies, which are enforced
· Regular independent audits of areas more susceptible to fraud

Fraud detection is accomplished by:
   
· Independent reconciliations
· Inspections of documents (canceled checks) 
· Employee complaints
· Discovery of unusual items that indicate follow-up is necessary
· Problems detected by audits
· Customer or vendor complaints, such as payments not being credited
· Unusual or unexplained report variances or financial statement trends

TYPES OF CONTROL ACTIVITIES: (PREVENTIVE – DETECTIVE)

Control activities are either preventative or detective.

· Preventive  controls  are  built  in  as  part  of  the  system  and  look  at  each  transaction similarity to stop errors before they are recorded in the system.  Preventive controls include segregation of duties, appropriate organizational lines of responsibility/authority, proper communication, signed statements/representations, written contracts/agreements, trustworthy  employees,  knowledgeable  employees,  performance  management  (work plans/ gaining commitment/ counseling/ monitoring/ evaluation), employee training/ reinforcement, supervision/oversight, independent authorization, documented accounting procedures and controls, adequate supporting documentation and records (including pre- numbered documents and the cancellation of documents), proper record-keeping procedures (including the timeliness of processing), budgetary accounting, physical security/control over assets and documents (including document control, safe deposits, timeliness of deposits and computer security), and pre audits of transactions (including matching of documents).

· [bookmark: _GoBack]Detective controls are dependent on manual review of recorded information and are considered compensating controls when preventative controls are not in place.  They require timely correction procedures.  Detective controls include recalculations, checking control   totals,   analysis   and   review,   independent   reconciliations,   follow   up   on questionable accounts/transactions, customer complaints/employee complaints, observations, rotation of staff, inspection of documents, confirmations, and post review/audits of accounts/transactions/exception reports/aging reports, etc. 
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